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SUBJECT:   Policy Letter 11-1, Use of E-Mail                                          28 April 1998

1.  Reference.  UR 25-22

2.  Purpose.  The purpose of this memorandum is to prescribe 222nd BSB policy and procedures for using Government-provided electronic mail (e-mail) systems and for using the Internet.

3.  Applicability.  This policy applies to all Baumholder Community assigned/ attached military and civilian employees who receive and transmit information via E-Mail.

4.  Responsibilities.

a. Commanders and supervisor are responsible for:

   (1) Implementing and enforcing this policy.

   (2) Ensuring that organizational e-mail addresses are established when possible.

   (3) Controlling release of official e-mail by ensuring proper delegation of signature and release authority and use of bulk-distribution address lists. 


   (4) Controlling access to and use of Internet services.

b. Heads of Organizations and Activities are responsible for:

   (1) Implementing this policy.
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   (2) Appointing e-mail Systems Administrators (SA’s) when appropriate.

   (3) Determining organizational e-mail address requirements and coordinating the requirements with the servicing technical network operations center (TNOC) or local e-mail network service provider.

   (4) Developing internal automated bulk-distribution address lists for particular missions and functions.

c. Information Systems Security Officers (ISSOs) are responsible for:

   (1) Ensuring that information systems security requirements are met according to regulations in the 25 and 380 series. These requirements govern sending, receiving, processing, and storing electronically transmitted information.

   (2) Implementing comprehensive anti-virus-protection procedures and maintaining close oversight of the virus-protection program.

   (3) Verifying that all accreditations are complete, accurate, and current. Accreditations must correspond to existing equipment, hardware, and software.

d. Information Management Officers (IMOs) are responsible for:

   (1) Coordinating with ISSOs to ensure that functional and operational requirements are met according to security guidelines.

   (2) Ensuring the efficient use of information systems in their assigned areas of responsibility.

e. Systems Administrators (SA)are responsible for:

   (1) Providing and overseeing technical operations that support e-mail.

   (2) Ensuring that systems-security requirements are applied to their assigned e-mail systems, local area network (LAN), and Internet connections in coordination with servicing security personnel.

   (3) Maintaining and managing a password and log-in control program.

   (4) Establishing and maintaining group address lists.
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(5) Managing the assignment and establishment of e-mail addresses and associated mailboxes.

5.   Policy.  

   a. General. E-mail and the Internet may be used only for official and authorized purposes. The policy in this enclosure governs official and authorized use and will be published in USAREUR Regulation 25-22 before the basic memorandum expires.

   b. Organizational E-Mail Addresses. Each command, organization, or other activity should have an organizational e-mail address (for example, admin@bhrcsc.102sigbn.army.mil). Subordinate organizational e-mail addresses should not be assigned below the branch level and should correspond to the level of release or signature authority of the organizational element. Organizational e-mail addresses are the only addresses through which official e-mail may be sent or received.

   c. Official Taskings.

       (1) When the originator of an official tasker authorizes e-mail responses, the e-mail response should be prepared in memorandum format with the appropriate message-release designation (d below).

       (2) Endorsements to official paper-copy taskings cannot be sent by e-mail since endorsements must be attached to the original correspondence. Responses to paper-copy correspondence may be sent by e-mail if prepared as memorandums rather than endorsements. Sending e-mail memorandums instead of paper-copy endorsements supports the Army goal of electronic business practices.

   d. Message-Release Designations. Official e-mail must have a release authority and a "signed" designation (that is, //signed// or //signed by//) entered above the releasing authority signature block.

   e. Individual E-Mail Addresses. Individual e-mail addresses (for example smithw@bhrcsc.102sigbn.army.mil) are used to exchange routine, individual information instead of using a telephone. Users are not authorized to use individual 
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e-mail addresses to send organizational e-mail unless specifically approved in writing by the commander, director, or equivalent. The following are examples of routine information typically sent through an individual e-mail address:

       (1) Coordination papers from one action officer to another.

       (2) Miscellaneous documents provided for information.

       (3) Documents that do not require a release or signature authority.

   f. Additional Distribution Instructions. An e-mail message may include an instruction (a "PASS TO" line) to pass on information in a message that originated outside the organization. The PASS TO line is an address-designation that precedes the text. The designation may be an individual name or a group (for example, PASS TO: Mr. Smith; PASS TO: Company Commanders and Security Officers).

   g. Security.

       (1) E-mail transmissions must follow security and privacy restrictions (AR 25-55, AR 340-21, and AR 380-19).

       (2) Classified and unclassified-sensitive information is not authorized on nonsecure common-user e-mail systems according to AR 380-5 and AR 380-19. Classified and unclassified-sensitive e-mail may be sent and received only on systems and networks that are secure and accredited at the security level of the information.

   h. Fraud, Waste, Abuse, and Ethics. Organizational and individual e-mail must be used only to conduct official Government business and for other authorized purposes. Information sent at all organizational levels should be periodically reviewed to ensure compliance with this policy. Any other use of e-mail systems, networks, or services will be considered fraud, waste, or abuse. The following are examples of information that is not authorized for transmission through organizational or individual e-mail:

       (1) Information that advertises or publicizes individual or non-Government groups, organizations, companies, or activities that may gain a financial or competitive advantage or increased prestige. This does not include events cosponsored by Government-commercial contractors when these events are requested by and are of benefit to the Government.
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       (2) Obscene or sexually explicit information, such as pornography or other illegal material.

       (3) Personal announcements or advertisements for the sale or solicitation of goods or services for personal gain.

       (4) Chain mail. Recipients of chain letters will delete them and not forward or respond to them. Users should be especially alert for chain letters that try to elicit sympathy for an individual or a cause.

NOTE: The directive governing ethics (DOD 5500.7-R) is punitive. DOD 5500.7-R, paragraph 2-301, prescribes DOD-wide limitations on e-mail use. Violators of these limitations may be subject to Uniform Code of Military Justice action or adverse administrative action (for example, non judicial punishment, reprimand, fine, suspension, employment termination).

   i. Authorized Personal Use. Government e-mail systems and networks are authorized for personal use for Morale and Welfare (MW) purposes. Commanders and staff principals (lieutenant colonel, GS-13, or higher) must determine what MW purposes are appropriate and reasonable within the context of their operational mission, available resources, and security requirements and ensure that subordinate supervisors are informed of this determination. In making this determination, commanders and staff principals must ensure that personal use of e-mail:

       (1) Does not adversely affect the performance of duty of the individual using e-mail for MW or of anyone else in the organization (for example, ensuring that personal use does not prevent a time-sensitive, mission-related message from being sent).

       (2) Is limited to reasonable amounts of time.

       (3) Is individually controlled by deleting personal messages (both sent and received) or downloading them onto a diskette as soon as practical.

       (4) Is limited to personal, non-duty time, when possible. In determining when authorized use is possible during personal, non-duty time, approval authorities may consider individual mission requirements, differences in time zones, personal emergencies, and other such factors.
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       (5) Does not result in significant cost to the Government in terms of time, equipment, or other resources associated with personal use (for example, supplies and storage capacities).

       (6) Does not require existing equipment, systems, or networks (for example, hardware, software, telecommunications connectivity) to be expanded, extended, or upgraded.

       (7) Meets security considerations and requirements based on the system and equipment used (for example, operations; personnel; physical security; system accreditation; virus checks, protection, and tests).

       (8) Serves a legitimate public interest (for example, keeping employees in their workplace rather then requiring them to leave to use a commercial or private system, educating and training personnel, improving the morale of personnel deployed for 30 or more days).

       (9) Does not adversely reflect on the U.S. Government.

   j. Monitoring:

       (1) DOD computer systems may be monitored by authorized personnel to ensure use is authorized.

       (2) Manage the system.

       (3) Ensure protection against unauthorized access. 

       (4) Verify security procedures.

       (5) Monitoring includes "hacker" attacks to test or verify system security against use by unauthorized persons. During testing and verification, information stored on the system may be examined, copied, and used for authorized purposes, and the data or programs may be placed on the system. The information individual users place on the system therefore is not private.

       (6) Use of DOD computer systems, authorized or unauthorized, constitutes consent to official monitoring of the system. Unauthorized use of a DOD computer system may result in criminal prosecution. Evidence of unauthorized use collected 

AETV-BHR-OD

SUBJECT:  Policy Letter 11-1, Use of E-Mail

during monitoring may be given to appropriate personnel for administrative, criminal, or other official adverse actions.

   k. Bulletin Boards, Notice Boards, and Public Folders. Electronic bulletin boards, notice boards, and public folders are used to post nonperishable (timely) information. They provide electronic read-only information that is generally accessible to users and maintained by functional proponents.

6.  Managing E-Mail Correspondence Files.

   a. E-Mail Correspondence. Organizational e-mail is considered correspondence and must be filed, maintained, and disposed of according to AR 25-400-2. A paper copy of organizational e-mail must be kept in official organizational office files, unless an officially authorized and approved electronic-filing system is being used.

   b. Disposition. Official e-mail is filed in general correspondence files. These files must be established in the functional areas according to AR 25-400-2. These files will be maintained for 2 years after the annual cutoff date of 31 December (for example, a record dated 30 Sep 96 is cut off on 31 Dec 96 and will be destroyed in Jan 99).

7.  Bulk-Distribution Address Lists:

   a. Are used to reach a large number of specific addressees without having to key-in individual addresses or readdress messages.  This can potentially be abused and can slow down and degrade all services on the network. Users should therefore use bulk-distribution address lists only for messages that apply to the functional area represented by the address list.

   b. Release and Use Authority. The authority and approval for creating and using bulk-distribution address lists correspond to the office or individual delegated to send official information for the command, organization, or functional area.

   c. Individual Functional-Area Address Lists. Individual functional-area address lists should be created only by individuals in specific functional areas. For example, a battalion-appointed security officer may create an address list consisting of subordinate-company security officers, noncommissioned officers, and other security personnel (for example, bn opsec.list). The individual with functional responsibility who creates the functional-area address list is the approval and 
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release authority for the messages sent using the list. In the example, the battalion-appointed security officer would be the approval and release authority for messages addressed to the bn opsec.list.

8.  Receiving And Forwarding Unauthorized E-Mail:

   a. Receiving. Receipt of e-mail is not controllable. Most Army e-mail systems interconnect with other Government and private sector e-mail systems. If unauthorized or illegal e-mail is received, the recipient is responsible for deleting, destroying, reporting, or otherwise properly disposing of the e-mail to ensure it does not remain on the system.

   b. Forwarding. Forwarding unauthorized or illegal e-mail violates Army e-mail policy, even if the person forwarding the e-mail is not the originator. The individual who receives e-mail, whether sent to an individual or organizational e-mail address, is responsible for ensuring that only authorized and approved e-mail is forwarded.

9.  Internet.

   a. General. Government systems such as e-mail can be used to gain access to the Internet. The Internet is a global communications system shared by individual, Government, non-Government, foreign, academic, industrial, commercial, and other networks. The Internet provides access to a virtually unlimited number of information resources, such as the World Wide Web (memorandum, HQ USAREUR/7A, AEAPA, 31 Mar 97, subject: USAREUR World Wide Web Homepage and Website Policy).

   b. Government Use. The Internet may be used to meet day-to-day operational requirements.

   c. Personal Use. Reading or downloading information from the Internet for unofficial or for other than authorized personal use is strictly prohibited and will be considered abuse of the system. Limited personal use of the Internet may be authorized under the same provisions that apply to use of e-mail.

   d. Security.

       (1) The Internet is global and diverse. This increases the risk of security problems. Connection to the Internet not only gives users access to everyone else on the Internet, but everyone else on the Internet has access to the user. Using the 
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Internet therefore increases vulnerability to system disruption, unauthorized entry, and computer viruses.

       (2) Because of the increased risk to security caused by connection to the Internet, security-accreditation requirements and operations-security procedures must be followed. Anti-virus protection and virus-checker software must be used.

10.  The proponent for this policy is the 222d BSB ODOIM Office at DSN 485-1640.
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