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Information Assurance ï

The protection of systems and information in storage, 

processing, or transit from unauthorized access or modification; 

denial of service to unauthorized users; or the provision of 

service to authorized users. 

Army Information Assurance ñProgramò ï

A unified approach to protect unclassified, sensitive, or 

classified information stored, processed, accessed, or transmitted 

by Army Information Systems.
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ω ¢ƘŜȅ Ŏŀƴ ōŜ ŜƭƛƳƛƴŀǘŜŘ ƛŦ ǿŜ ǳǎŜ ƎƻƻŘ ŎƻƳǇǳǘŜǊ ǎŜŎǳǊƛǘȅ ǇǊŀŎǘƛŎŜǎ

ω wŜƳŜƳōŜǊ ǘƻ ǇǊŀŎǘƛŎŜ ŀƴŘ ŎƻƳǇƭȅ ǿƛǘƘ ǿƘŀǘ ȅƻǳ ƘŀǾŜ ƭŜŀǊƴŜŘ ƛƴ the 
annual Information Assurance training, Acceptable Use Policy, and 
Internet Use Policy

So Why Are We Concerned With
Vulnerabilities and Violations?
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INFORMATION ASSURANCE ISSUES

ωHARDWARE/SOFTWARE

ωINFORMATION

ωNETWORKS
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Hardware Issues

ωPortable Devices

- Universal Serial Bus (USB)
USB Storage Devices such as memory sticks are

currently forbidden for use in a Government System

- Camera Phones

ωWireless Network Devices

- Laptops

- Notebooks

ωPersonal Devices connected to the network

-Cameras

-Phones

-Personal Digital Assistants (PDA)
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Thumb Drive USB E-Pen Video 

Devices

Casio Watch 
Camera

Audio 
Recorders 
with USB 

connectivity

While USB and other portable devices improve 
productivity they are currently FORBIDDEN.

Portable Devices

ω¢ƘŜǎŜ ŘŜǾƛŎŜǎ ŀǊŜΧ
- Plug and Play:DŜƴŜǊŀƭƭȅ ŘƻƴΩǘ ƴŜŜŘ ŀŘŘƛǘƛƻƴŀƭ ǎƻŦǘǿŀǊŜ ǘƻ ǳǎŜ
- Small:Convenient to carry around
- Large Storage Capacity:Some can store more data than a CD.
- Easily Lost or Stolen:Easy to misplace or conceal 
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ωWhile your Government Furnished Equipment (GFE) laptop is 

connected to the Network 

- DO NOTuse your modem and perform a dial-up connection to the 

internet

- Your Wireless accessMUST BE DISABLED

ωKeep your laptop secure at all times while on travel.

ωScan all removable media, i.e., floppy disk, CDs, portable storage 

devices, before accessing data stored on it.

ωIf you use your laptop while on travel, have it scanned for viruses and 

malicious code when you return.

Good Laptop Security

Wireless Network Devices



Laptop Road Warrior

Å Be a safe and secure Road Warrior!Rules of the 
Road:SECURE- BRASS

Å Save,encrypt and secure your information
Å Ensure,against public display of content: Shoulder 

Surfing 
Å Control,the laptop at all times: Lock and Leave
Å Use,operating system end point security 

protections
Å Report, the loss of any information or system
Å Eliminate, unauthorized software

Å Baseline,and update the system before 
deployment

Å Restrict, user authentication and permissions
Å Automatically,quarantine reconnecting systems
Å Scan, and remediate reconnected systems
Å Save, and backup user data

Get your copy of the Road Warrior Brochure 
https://www.us.army.mil/suite/page/190357
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Personal Devices

Our systems are being scanned daily. These devices, when detected, 
will result in a SECURITY VIOLATION

Prohibited Activities:

The installation and use of personal owned hardware, software 

(shareware or freeware), and/or computer peripherals such as modems 

to government owned workstations.

Connecting personal owned computers and/or electronic devices to 

government network ports.

Equipment may be confiscated and made U.S. Government Property
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Prohibited

ωPeer-To-Peer (P2P)

ωIllegal/Unlicensed Software

ωUnapproved Software/Tools

ωDownload of Unapproved 

Plug-ins and Add-ons

Contact your Local DOIM or call 119 for information and approval for loading 
authorized software.
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Peer-To-Peer (P2P)

V P2P poses a serious threat to the security and integrity of our networks

V One form of P2P is Instant Messaging (Chat) 

V The only authorized Instant Messaging on Army Networks is through AKO.

V Currently over 100 different P2P programs released (Grokster, LimeWire, Gnutella, 

.ƛǘ¢ƻǊǊŜƴǘΣ ŜǘŎΧύ

V Malicious Code (Viruses, Spyware, Backdoors & other Malware)

ς P2P programs often create a backdoor or back channel that can be manipulated 

by someone else.

So what is P2P?

ωP2P file sharing is technology that allow users to share files from their computer. 

ωBy default P2P software shares all documents and media files on your computer.

The installation and use of P2P on Army Networks will result in a SECURITY 
VIOLATION
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Illegal and/or Unapproved Software
Certain activities are never authorized on Army networks. These activities 

include any personal use of government resources involving: pornography or 

obscene material (adult or child); copyright infringement (such as the sharing 

of copyright material by means of peer-to-peer software; gambling; the 

transmission of chain letters; unofficial advertising, soliciting, or selling except 

on authorized bulletin boards established for such use; or the violation of any 

statute or regulation.

Extract fromAR 25-2
4ς5. Minimum Information Assurance Requirements

By logging into the network your activities are subject to MONITORING 
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Download of Software Tools

Download of Plug-ins and Add-ons

Modify the system equipment or software, use it in any 
manner other than its intended purpose, introduce 

malicious software or code, or add user configurable or 
unauthorized software (for example, instant messaging, 

peer-to-peer applications).

Extract fromAR 25-2
3ς3. Information Assurance Support Personnel
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INFORMATION ISSUES
ωMetadata (Hidden Data)

ωPersonally Identifiable Information(PII)

ωMishandling of Classified Data 

ωMislabeling Classified Media

ωSocial Engineering

ωFile Transfer Protocol (FTP)

ωUnauthorized Remote Access

ωData-At-Rest



16

Metadata (Hidden Data)

ωPreviously Deleted Text and Microsoft Metadata

ωEmbedded objects and Embedded Links 

- File Padding (intentional hiding)

- Font Specific ςwhite text, hidden text/cells/slides 

& tiny, tiny text

ωPreviously deleted data

- Not just left behind by fast saves

- Regular saves can also leave deleted text inside 

the file 

-- First line on document becomes metadata 

(e.g. title)

-- Deleted text inside an embedded object

IƛŘŘŜƴ 5ŀǘŀ ƛǎΧ

Note: You might want to remove this hidden information before you share the 

document with other people. This hidden information can reveal details about your 

organization or about the document itself that you might not want to share publicly.

Remove Hidden Data Tool -
found in MS Word, Excel

Power Point

{ŜƭŜŎǘ άCƛƭŜέ ŦǊƻƳ ǘƘŜ aŜƴǳ LǘŜƳǎ
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What is PII?

Any information about an individual maintained by an agency, including, 

but not limited to, education, financial transactions, medical history, criminal 

history, employment history and information which can be used to distinguish or 

ǘǊŀŎŜ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ƛŘŜƴǘƛǘȅΤ ǎǳŎƘ ŀǎ ǘƘŜƛǊ ƴŀƳŜΣ ǎƻŎƛŀƭ ǎŜŎǳǊƛǘȅ ƴǳƳōŜǊΣ ŘŀǘŜ ŀƴŘ 

ǇƭŀŎŜ ƻŦ ōƛǊǘƘΣ ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜΣ ōƛƻƳŜǘǊƛŎ ǊŜŎƻǊŘǎΣ including any other 

personal information which is linked or linkable to an individual. 

Personally Identifiable Information (PII)

Do not process official business on personally owned 
computers or on personal storage devices.
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Mishandling of Classified Data 

Mislabeling Classified Media
1. Computer disc must reflect the highest level of 

classification contained on the disc  

2. Standard labels should be used for all levels of 

classification. 
a.The SF labels prescribed for removable storage media may  

be used for the marking of classified CDs and their cases  

b.Classification must be conspicuously marked on the          

CD case and the CD itself

AR 380-5 is clear. 
It is the users 

responsibility to 
properly control, 

handle, mark, and 
transport 

Information.
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ωSocial Engineering
- The process by which an individual or group of individuals is deceived or 

confused into divulging information or performing an action for an attacker. 

- One form of Social Engineering is calledάtƘƛǎƘƛƴƎέ.

ωFile Transfer Protocol (FTP)
- IAMs and developers will transition high-risk services such as, but not limited 

to, ftp or telnet to secure technologies and services such as secure ftp (sftp) and 

secure shell (ssh)      

Extract fromAR 25-2, 4ς6.  Software Controls

ωUnauthorized Remote Access
- Share personal accounts and passwords or permit the use of remote access 

capabilities by any individual.

Extract fromAR 25-2, Prohibited Activities

INFORMATION ISSUES


