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Defense Message System (DMS)

Organizational Messaging

Overview and Summary XE "Overview and Summary" 
Overview

The use of Organizational Certificates allows a unit to support DMS organizational message handling, in which:

· Multiple persons handle messages on behalf of a single organizational entity.

· Each approved person can sign, encrypt, and send messages on behalf of the organization.

· Each signature on behalf of the organization is traceable to a specific person.

In accordance with DMS message handling procedures, certificate authorities can generate two or more user certificates that have the same Key Encryption Algorithm (KEA) key; but which each have a different Distinguish Name (DN) and a different Digital Signature (DSS) key.  Such a group of certificates are called a family of organizational certificates, consisting of a firstborn and one or more siblings.  The first certificate created in the family is the firstborn; the rest of the family consists of siblings.  The firstborn would typically have the primary DN of the organization or its primary representative (i.e. CC); this DN would be published as the one to which messages for the organization are to be addressed.  Siblings are created with certain rights and privileges as authorized by the commander or designee to perform certain tasks within those firstborn mailboxes.

Summary

The purpose of this document is to provide Organizational Registration Authorities (ORA) with comprehensive guidance and general instructions for establishing their organization's presence within Defense Message System (DMS).  After the initial wave of establishing your presence in DMS, bases and units should develop and implement their continual Organizational messaging practices and procedures within the guidelines and standards prescribe by Air Force Communications Agency (AFCA) and National Security Agency (NSA).    

DMS is the program selected to replace the Automated Digital Network (AUTODIN) system by closing the familiar communications centers and transition organizational message traffic from AUTODIN to DMS desktop-to-desktop securely using electronic signature capability.  In order for an organization to make this transition, they must have an entry in the X.500 Directory Information Tree and end-users must maintain a FORTEZZA card, which gives them specific privileges to encrypt and decrypt organizational messages.  The ORA has a significant role in each organization's transition to DMS by processing the organization's X.509 Certificate Request Forms and coordinating with other appointed base-level individuals.  

Although DMS has been designed to easily support individual signed and encrypted electronic mail this document focuses on organizational messaging procedures critical for the organization's transition to DMS. 

Brief Description of Process

It is the unit commander’s responsibility to establish their organization’s presence in DMS.  Initially, all organizations that will receive DMS messages must have a Plain Language Address (PLA) organizational mailbox established.  This PLA mailbox represents the organization as a whole and is used for receiving messages routed from AUTODIN to DMS that cannot be delivered to an office symbol's mailbox within that organization.  This PLA is also known as the organization's Traffic Service Station (TSS) mailbox.  

Secondly, unit commanders with the help of key organizational personnel will identify and create a DMS organizational unit list.  This list identifies the unit’s Office Symbols, Roles, Clearances, and Privileges of those entities authorized to conduct DMS messaging within the organization.  With this list, unit and base authorities can quickly generate and approve X.509 Certificate Request Forms, program FORTEZZA cards, and post the appropriate certificates to the X.500 Directory with the assistance of the Sub-Registration Authority.   

We have recognized that most commanders do not have the time to personally identify, approve and sign all X.509 Certificate Request Forms.  Therefore, the establishment of an Approving Official (optional) was created to help the commander in the Organizational Registration process.  This person acts on behalf of the organizational commander.  With the assistance of supervisors, they will identify and approve those entities/unit office symbols and personnel whom will be granted the authority to send on behalf of an organization, etc.  

To accomplish these tasks, you will find detailed instructions in the following tabs of this document “Organizational Registration Authority Guide.”

Disclaimer:  The enclosed policies and procedures will be incorporated into the next release of AFI 33-127 which is currently under revision.

Base Level Registration Hierarchy Chart XE "Base Level Registration Hierarchy Chart" 
This chart  depicts the overall hierarchy of the registration processes
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General Duties and Responsibilities: XE "General Duties and Responsibilities\:" 
Commander XE "Commander" 
a) The Commander has the overall responsibility for establishing and managing their organization’s presence within the Defense Message System (DMS) infrastructure.  Commanders and their key personnel will identify and create a list of their unit Office Symbols, Duty Positions/Roles, to include Clearances, and Privileges that are authorized to conduct organizational messaging.  It is important that this list be very discriminate as to which clearances and privileges are assigned.  This list should be provided to the Approving Official.  (SEE APPENDIX FOR SUGGESTED MATRIX)
b) The Commander will designate in writing one or more person(s) to act as the Organization Registration Authority (ORA).  The ORA will function as the organization’s liaison to the Certification Authority (CA) for programming of FORTEZZA cards.  (SEE EXAMPLE APPOINTMENT LETTER IN APPENDIX SECTION)
c) The Commander will forward a copy of the ORA appointment letter to base CA and send a courtesy copy to the ORA.   

d) The Commander will appoint in writing one or more persons to act as their organization’s Approving Official (AO), this is an optional appointment.  The AO will function as the commander’s delegate for authorizing personnel to access DMS, their clearances and privileges, etc.  (SEE EXAMPLE APPOINTMENT LETTER IN APPENDIX SECTION)
e) The Commander will forward a copy of the AO appointment letter to ORA for signature verification purposes and send a courtesy copy to the AO.

Approving Official (AO) XE "Approving Official (AO)"     

Note:  “This is an Optional Appointment”

a) The AO is a Commander appointed additional duty, this person acts on the behalf of the commander.  They approve all X.509 Certificate Request Forms used to create Organizational certificates.  

b) Maintain a file copy of the AO appointment letter from the commander.

c) The AO is responsible for maintaining a current list of Organizational Office Symbols and Duty Positions (Roles) authorized to perform organizational messaging, and the privileges and clearances associated with each position (SEE APPENDIX)

Organization Registration Authority (ORA) XE "Organization Registration Authority (ORA)"  

a) The ORA is a Commander appointed additional duty, this person will function as the organization’s liaison to the Certification Authority (CA) for completion of X.509 Certificate Request Forms and distribution of FORTEZZA cards.

b) Maintains a file copy of the ORA appointment letter from the commander; forward a copy to Sub-Registration Authority.

c) Maintains copies of the Approving Official (AO) appointment letters for their organization for the purpose of AO signature verification.

d) Verify the requester’s identity by checking a valid picture ID (i.e. Military ID, Civilian ID, or Drivers License) when issuing FORTEZZA cards to users.

e) Maintains file copies of all X.509 Certificate Request Forms for the organization that are forward to the SRA.

f) Forwards the X.509 Certificate Request Form to the SRA for creation of Directory entry (if necessary).

g) Upon departure of a user, the ORA will collect the user FORTEZZA card(s), complete and forward the appropriate forms to the CA and/or SRA for action.  (SEE CA and SRA for CARD RETURN responsibilities) 

Sub-Registration Authority (SRA) XE "Sub-Registration Authority (SRA)" 
a) The SRA is a Commander appointed additional duty, this person is responsible for enforcing the X.400 and X.500 naming standards established by the AF Registration Authority through administration of the X.500 Directory Information Tree (DIT) for the base.

b) The SRA will provide their updated appointment letter to the AF Registration Authority annually and upon any changes 

c) The SRA will maintain a current appointment letter of all approved ORA(s) for the base.  

d) The SRA will coordinate with the installation Network Control Center (NCC) to associate the DIT entry with a DMS MS Exchange mailbox.  

e) The SRA will immediately post the X.509 certificate to the Directory Information Tree (DIT) when received from the CA.  

f) The SRA will coordinate with the AF Registration Authority (RA) to resolve conflicts within the AF branch of the X.500 directory and for guidance when necessary.

g) Policy and procedures for the SRA can be found in the DISA SRA Policy and Procedure Guide and the Air Force SRA Procedural Handbook.

Certification Authority (CA) XE "Certification Authority (CA)" 
a) This person is responsible for operating the Certification Authority Workstation (CAW).  This person is appointed in writing and a copy of the appointment letter will be forwarded to the AF RA. Individuals working within the Wing Information Protection (IP) Office performs these functions. MAJCOM IP offices approve waivers for any deviations from the CAW being located within the wing IP office.

b) The CA is responsible for programming FORTEZZA cards, issuing FORTEZZA cards and PINs, and providing X.509 Certificates and Certificate Revocation Lists (CRL) on MS-DOS diskettes to the SRA for posting to the X.500 Directory.  Note:  This will no longer be required once the CAW has been approved for posting Certificates and CRLs directly over the network.  

c) Store X.509 Certificate Request Forms and inventory FORTEZZA cards annually. 

d) The CA will coordinate with the AF Registration Authority (RA) to resolve CAW related issues and for guidance when necessary.

Air Force Registration Authority (AF RA) XE "Air Force Registration Authority (AF RA)" 
a) The AF RA establishes and maintains X.400 and X.500 naming standards within the guidelines provided by DISA.

b) The AF RA will maintain a listing of all trained CAW Certificate Authorities (CA), CAW System Administrators/Information System Security Officers (SA/ISSO), and Sub-Registration Authorities (SRA) in the AF.

c) The AF RA will provide all CAs, SA/ISSOs, and SRAs with up to date policy and procedures affecting DMS operational requirements.

d) The AF RA will maintain a listing of all valid Certificate Authorities issued by the Policy Creation Authority (PCA) used to create user certificates.

e) The AF RA will maintain a listing of all Certificate Authority Workstation (CAW) hardware platforms on AF installations

Organizational Registration Authority (ORA) Checklist XE "Organizational Registration Authority (ORA) Checklist" 
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____ Does the ORA have a copy of their appointment letter on file and forwarded a copy

         to the supporting Certification Authority?  (see example in Appendix)

____ Does the ORA know their duties, responsibilities and customers?  (See Duties and 

         Responsibilities  section)
____ Does the ORA know their site’s Certification Authority (CA), and Sub-Registration 

         Authority (SRA)?  These individuals are the primary points of contact for

         coordination of the X.509 Certification Request Forms and problem resolution. 

CA ___________________________________________

SRA __________________________________________

____ Has the Commander delegated in writing his/her organization’s Approving 

Official(s) and does the ORA have a copy of this letter?  (see example in Appendix)

____ Has the ORA been included into the organization’s in/out processing checklist 

         ensuring individuals receive/return their FORTEZZA cards?   

____ Has the ORA contacted the base SRA to obtain the following information for 

         completion of the Distinguished Name on the X.509 Certificate Request Form?

         (See Appendices for proper office symbol’s, Role Name, etc., “naming 

         conventions”)

· Base (Locality) Name:  ________________________________________

· Unit Name:  _________________________________________________

X.509 Certificate Request Flow chart XE "X.509 Certificate Request Flow chart" 
This chart depicts the flow of information in obtaining Fortezza Cards for users.
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TAB A XE "TAB A" 
Organizational Org Box X.509 Certificate XE "Organizational Org Box X.509 Certificate" 
Narrative:

Every Air Force organization’s PLA (i.e. “375CS SCOTT AFB IL”) that appears in the directory information tree will have an associated MS Exchange organizational mailbox.  This “org. box” will automatically receive all signed and encrypted organizational messages transmitted from AUTODIN to the Defense Message System (DMS) that cannot be delivered to an office symbol’s mailbox within that organization. Since all DMS messages must be electronically signed and encrypted with the FORTEZZA card to meet the DMS criteria of “official organizational messaging”, the org. box will require an X.509 Firstborn Certificate to be posted in the X.500 Directory.  The X.509 Org. Firstborn certificate creation procedures, for the organization’s PLA mailbox, are found in this tab.

Note:  The Org. Box Monitor(s) will administer this org. box with the use of sibling certificates.  Procedures for creation of the X.509 Org. Sibling certificate are found in Tab C.

Organizational Plain Language Address (PLA) Certificate Instructions XE "Organizational Plain Language Address (PLA) Certificate Instructions" 
Tracking #: (For CA use only) 

Block 1:  (Action Type)  

· “New Certificate”-First time an X.509 certificate is created for an Organization’s PLA in Language Address assigned to the Organization’s PLA mailbox. See appendices for other X.509 Certificate action types. 

Block 2:  (Recipient Name)  

· For Organization’s PLA X.509 certificate, the ORA’s information should be filled in here. 

Block 3: (Recipient Address) 

        Not required for the Organization’s PLA Firstborn’s X.509 Certificates.

Block 4: (PIN Address) 

· Not required for the Organization’s PLA Firstborn’s X.509 Certificates.

Block 5: (Recipient E-Mail Address) 

· Enter the ORA’s E-mail address.  Check the SMTP box. 

Block 6: (Recipient Signature and Date)  

· The ORA’s signature is required.

Block 7: (Certificate Type)  

· For an Organization’s PLA Certificate the Org. firstborn box will always be checked.

Block 8: (KEA Clearance) 

· Depending on whether the Organization’s PLA mailbox will be associated under the Sensitive But Unclassified (SBU) or SECRET enclave, the ORA or Approving Official will select all blocks up to and including the Organization’s highest level of classification required to protect/forward message traffic. 

Block 9: (KEA Privileges)   

· The ORA or Approving Official will select all blocks up to and including the Organization’s highest level of privileges/message precedence required to protect/forward message traffic.

Block 10: (DSS Privileges) 

· Because this FORTEZZA card is not issued, select “Read Only”.

Block 11: (Comments/Justifications)  

· Must have these statements: “Save/Send encoded certificate to MS-DOS diskette for posting to the DSA”; “This Org Firstborn X.509 certificate will not be used for messaging; zeroize card and return to card stock; destroy PIN letter”. 

Block 12:  (Certificate Validity Period)  

· Will always be 156 weeks unless a lesser amount of time is specified.

Block 13: (Personality Name)  
· (For CA use only).

Block 14: (Card Chip Serial Number(s) 

       (For CA use only).

Block 15:  (Type of Identification)  

· Not required for Organization’s PLA Firstborn X.509 Certificate because the FORTEZZA card will be zeroized and not be issued to a recipient.

Block 16: (Distinguished Name)  
· The ORA will complete Distinguished Name (DN) the X.509 Certificate Request Form using applicable values for the Locality (L=BASENAME) and Organizational Unit (OU=UNIT) as provided by the site’s Sub Registration Authority (SRA) who will ensure a unique DN for each certificate.  The SRA will also build the entry into the X.500 local directory.  Below are examples of a SBU and SECRET organizational ORGANIZATION’S PLA DNs:

SBU ORGANIZATION’S PLA:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL;OU=375CS(n)

SECRET ORGANIZATION’S PLA

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL(s); OU=375CS(s)

Note:  For Fortezza-For-Classified (FFC) cards, ensure the user(s) security clearances have been verified.

Block 17: (Supervisor Name)  

· To be signed by the Organization’s appointed Approving Official for the specified unit.  The ORA will verify this name with letter kept on file. This individual validates Block 10 (DSS Privileges).

Block 18: (Org. Registration Authority Name)  
· Signed by the ORA.  This individual verifies the form is accurately completed before forwarding to the SRA.

Block 19: (Certification Authority)  
· To be signed by the CA only. 

SBU Organizational Plain Language Address (PLA)X.509 Certificate Request Form XE "SBU Organizational Plain Language Address (PLA)X.509 Certificate Request Form" 








Tracking # __________________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt
Phone

Comm.  (123) 456-7890
DSN  321-7890

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit:  Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename                State: XX         ZIP: #####
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename            State: XX          ZIP: #####

5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
7.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other    FORMCHECKBOX 

     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential
Sensitive but Unclassified
Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that appl)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 


10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)
Save/Send encoded certificate to MS-DOS diskette for posting to DSA; This Org. Firstborn X.509 certificate will not be used for messaging; zeroize card and return to card stock; destroy PIN letter



12.  Certificate Validity Period 156 weeks


13.  13.  Personality Name 

14.  XXXX-SBUORG

  Administrative/Signature Block

14.  14.  Card Chip Serial Number(s)        

15.  Type of Identification

Military ID

16.  16.  DN 

C=US; O=U.S. GOVERNMENT; OU=DoD; OU=AF; OU=Organizations; L=BASENAME; OU=UNIT(n)

17. Supervisor Name  (Print)

(Approving Official)


Phone
Comm. (123) 456-1111
DSN  321-1111    
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA)


Phone
Comm. (123) 456-2222
DSN 321-2222
Signature
Date

19. Certification Authority Name  (Print)

(Certificate Authority Name)


Phone
Comm. (123) 456-0987
DSN 321-0987
Signature
Date

Secret Organizational Plain Language Address (PLA)X.509 Certificate Request Form XE "Secret Organizational Plain Language Address (PLA)X.509 Certificate Request Form" 








Tracking # __________________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt
Phone

Comm.  (123) 456-7890
DSN  321-7890

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit:  Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename                State: XX         ZIP: #####
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename            State: XX          ZIP: #####

5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
8.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other    FORMCHECKBOX 

     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential

Sensitive but Unclassified
Unclassified

10. KEA (Communications) 

Privileges (DMS only; select all that appl)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 


10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)
Save/Send encoded certificate to MS-DOS diskette for posting to DSA; This Org Firstborn X.509 certificate will not be used for messaging; zeroize card and return to card stock; destroy PIN letter



12.  Certificate Validity Period 156 weeks


15.  13.  Personality Name 

16.  XXXX-SECORG

  Administrative/Signature Block

15.  14.  Card Chip Serial Number(s)        

15.  Type of Identification

Military ID

17.  16.  DN 

C=US; O=U.S. GOVERNMENT; OU=DoD; OU=AF; OU=Organizations; L=BASENAME(s); OU=UNIT(s) 

17. Supervisor Name  (Print)

(Approving Official)


Phone
Comm. (123) 456-1111
DSN  321-1111    
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA)


Phone
Comm. (123) 456-2222
DSN 321-2222
Signature
Date

19. Certification Authority Name  (Print)

(Certificate Authority Name)


Phone
Comm. (123) 456-0987
DSN 321-0987
Signature
Date

TAB B XE "TAB B" 
Organizational Office Symbol Firstborn X.509 Certificate XE "Organizational Office Symbol Firstborn X.509 Certificate"  

Narrative:

After an organization has determined which office symbols are required to send and receive organizational messages via DMS, an MS Exchange mailbox will be created and associated to those office symbols.  An X.509 Firstborn certificate will be created to allow the receiver to decrypt and read incoming message traffic to their office symbol’s mailbox.  The X.509 Org. Firstborn certificate creation procedures, for the organization’s office symbol mailbox, are found in this tab.

Note:  There will be roles to administer this org. box with the use of sibling certificates which will allow the roles to share the encryption key of the office symbol’s Org. Firstborn certificate in the X.500 Directory.  Procedures for creation of the X.509 Org. Sibling certificate are found in Tab C.

Organizational Office Symbol Firstborn Certificate Instructions XE "Organizational Office Symbol Firstborn Certificate Instructions" 
Tracking #: (For CA use only) 

Block 1:  (Action Type)  

· “New Certificate”-First time an X.509 certificate is created for an Office Symbol’s mailbox. See appendices for other X.509 Certificate action types. 

Block 2:  (Recipient Name)  

· For Office Symbol X.509 certificate, the ORA’s information should be filled in here. 

Block 3: (Recipient Address) 

        Not required for the Office Symbol Firstborn X.509 Certificate.

Block 4: (PIN Address) 

· Not required for the Office Symbol Firstborn X.509 Certificate.

Block 5: (Recipient E-Mail Address) 

· Enter the ORA’s E-mail address.  Check the SMTP box. 

Block 6: (Recipient Signature and Date)  

· The ORA’s signature is required.

Block 7: (Certificate Type)  

· For an Office Symbol Certificate, the Org. Firstborn box will always be checked.

Block 8: (KEA Clearance) 

· Depending on whether the Office Symbol’s mailbox will be associated under the Sensitive But Unclassified (SBU) or SECRET enclave, the ORA or Approving Official will select all blocks up to and including the Office Symbol’s highest level of classification required to protect/forward message traffic.

Block 9: (KEA Privileges)   

· The ORA or Approving Official will select all blocks up to and including the Office Symbol’s highest level of privileges/message precedence required to protect/forward message traffic.

Block 10: (DSS Privileges) 

· Select “Read Only”.

Block 11: (Comments/Justifications)  

· Must have these statements: “Save/Send encoded certificate to MS-DOS diskette for posting to the DSA”; “This Org. Firstborn X.509 certificate will not be used for messaging; zeroize card and return to card stock; destroy PIN letter.  Note: The purpose of this certificate is to provide a certificate that will be posted to the X.500 Directory only; a FORTEZZA card will not be used with this certificate to retrieve messages.”

Block 12:  (Certificate Validity Period)  

· Will always be 156 weeks unless a lesser amount of time is specified.

Block 13: (Personality Name)  
· (For CA use only).

Block 14: (Card Chip Serial Number(s) 

       (For CA use only).

Block 15:  (Type of Identification)  

· Not required for Office Symbol’s Firstborn X.509 Certificate. 

Block 16: (Distinguished Name)  
· The ORA will complete Distinguished Name (DN) the X.509 Certificate Request Form using applicable values for the Locality (L=BASENAME), Organizational Unit (OU=UNIT), and Organizational Unit (OU=OFFICE SYMBOL) as provided by the site’s Sub Registration Authority (SRA) who will ensure a unique DN for each certificate.  The SRA will also build the entry into the X.500 local directory.  Below are examples of proper DNs:

SBU OFFICE SYMBOL’S DN:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL; OU=375CS(n);OU=CC(n)

SECRET OFFICE SYMBOL’S DN:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL(s); OU=375CS(s);OU=CC(s)

Note:  For Fortezza-For-Classified (FFC) cards, ensure the user(s) security clearances have been verified.

Block 17: (Supervisor Name)  

· To be signed by the Organization’s appointed Approving Official for the specified unit.  The ORA will verify this name with letter kept on file. This individual validates Block 10 (DSS Privileges).

Block 18: (Org. Registration Authority Name)  
· Signed by the ORA. This individual verifies the form is accurately completed before forwarding to the SRA.

Block 19: (Certification Authority)  
· To be signed by the CA only. 

SBU Org. Office Symbol Firstborn X.509 Certificate Request Form XE "SBU Org. Office Symbol Firstborn X.509 Certificate Request Form" 








Tracking # ________________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt 
Phone

Comm.(123) 456-7890  
DSN: 321-7890  

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit: Unit Name/ Office Symbol  

Street: ### Street Address 

City/APO/FPO: Basename            State:XX
ZIP: XXXXX 
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit Name/ Office Symbol 

Street: ### Street Address 

City/APO/FPO: Basename                   State:XX                      ZIP: XXXXX 



5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
7.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other
     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential
Sensitive but Unclassified
Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that apply)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 

10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)
Save/Send encoded certificate to MS-DOS diskette for posting to the DSA; This Org. Firstborn X.509 certificate will not be used for messaging; zeroize card and return to card stock; destroy PIN letter.  Note: The purpose of this certificate is to provide a certificate that will be posted to the X.500 Directory only; a FORTEZZA card will not be used with this certificate to retrieve messages.



12.  Certificate Validity Period 156 weeks


13.  13.  Personality Name 

14.  XXXX-SBUORG 

  Administrative/Signature Block

14.  14.  Card Chip Serial Number(s)        

15.  Type of Identification  

MIL ID / CIV ID



16.  16.  DN 

C=US; O=U.S. Government;OU=DoD; OU=AF;OU=Organizations;L=BASENAME;OU=UNIT(n);OU=OFFICE SYMBOL(n)


17. Supervisor Name  (Print)

(Approving Official)


Phone
Comm. 
DSN: 
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA)


Phone
Comm. 

DSN: 
Signature
Date

19. Certification Authority Name  (Print)

(CA)


Phone
Comm. 

DSN: 
Signature
Date

Secret Org. Office Symbol Firstborn X.509 Certificate Request Form XE "Secret Org. Office Symbol Firstborn X.509 Certificate Request Form" 


Tracking #_______________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt 
Phone

Comm.(123) 456-7890  
DSN: 321-7890  

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit: Unit Name/ Office Symbol  

Street: ### Street Address 

City/APO/FPO: Basename            State:XX
ZIP: XXXXX 
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit Name/ Office Symbol 

Street: ### Street Address 

City/APO/FPO: Basename                   State:XX                      ZIP: XXXXX 



5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
7.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other
     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential

Sensitive but Unclassified

Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that apply)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 

10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)
Save/Send encoded certificate to MS-DOS diskette for posting to the DSA; This Org. Firstborn X.509 certificate will not be used for messaging; zeroize card and return card stock; destroy PIN letter.   Note: The purpose of this certificate is to provide a certificate that will be posted to the X.500 Directory only; a FORTEZZA card will not be used with this certificate to retrieve messages.



12.  Certificate Validity Period 156 weeks


13.  13.  Personality Name 

14.  XXXX-SECORG 

  Administrative/Signature Block

14.  14.  Card Chip Serial Number(s)        

15.  Type of Identification  

MIL ID / CIV ID



16.  16.  DN 

C=US; O=U.S. Government; OU=DoD; OU=AF;OU=Organizations;L=BASENAME(s);OU=UNIT(s);OU=OFFICE SYMBOL(s)


17. Supervisor Name  (Print)

(Approving Official)


Phone
Comm
DSN: 
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA)


Phone
Comm. 
DSN: 
Signature
Date

19. Certification Authority Name  (Print)

(CA)


Phone
Comm. (123) 456-3333
DSN: 321-3333 
Signature
Date

TAB C XE "TAB C" 
Org Box And Office Symbol Sibling X.509 Certificates XE "Org Box And Office Symbol Sibling X.509 Certificates" 
Narrative:

Org. Box Sibling:  In order for Org. Box Monitors to decrypt, read, and forward messages either addressed directly or defaulting to the org. box, a FORTEZZA card must be programmed with an X.509 sibling certificate.  This certificate shares the encryption key of the org. box while providing a unique digital signature for the sibling.  Procedures for creation of the X.509 Org. Sibling certificate are found in Organizational Plain Language Address Sibling Certificate checklist in this tab.

Office Symbol Sibling:  In order for roles to read signed and encrypted organizational message traffic addressed to their office symbol’s mailbox, a FORTEZZA card must be programmed with an X.509 sibling certificate. These certificates share the encryption key of the office symbol’s mailbox while providing a unique digital signature for the sibling.  An X.500 Directory entry is not required for siblings to use their FORTEZZA card, but may be created to permit the user to receive messages addressed to the role in their personal mailbox.  Procedures for creation of the X.509 Org. Sibling certificate are found in Organizational Plain Language Address Sibling Certificate checklist in this tab.

Note:  Only the individuals requiring access to an organization’s or office symbol’s mailbox will have a FORTEZZA card with applicable sibling certificates.

TAB C 

Organizational Plain Language Address (PLA) Sibling Certificate Instructions XE "Organizational Plain Language Address (PLA) Sibling Certificate Instructions"  

Tracking #: (For CA use only) 

Block 1:  (Action Type)  

· Enter “New Certificate”.  See appendices for other X.509 Certificate action types. 

Block 2:  (Recipient Name)  

· The Recipient’s information should be filled in here. 

Block 3: (Recipient Address) 

-      Enter the Recipient’s address here.

Block 4: (PIN Address) 

· Enter the Recipient’s address here; must be different from Block 3.

Block 5: (Recipient E-Mail Address) 

· Enter the Recipient’s E-mail address.  Check the SMTP box. 

Block 6: (Recipient Signature and Date)  

· The Recipient’s signature is required.

Block 7: (Certificate Type)  

· Select Org. Sibling.

Block 8: (KEA Clearance) 

· Not required; default clearances from the Org. Firstborn Certificate will be assigned. 

Block 9: (KEA Privileges)   

-      Not required; default privileges from the Org. Firstborn Certificate will be assigned.

Block 10: (DSS Privileges) 

-      No box is selected in this area for Organizational PLA Siblings.  NOTE: By not specifying “Read Only” nor “Org Release Authority”, the default message type in the User Agent is limited to “Individual Working Record” rather than an organizational message types for message forwarding capability.  This role cannot release official DMS messages.

Block 11: (Comments/Justifications)  

· Leave this block blank.
Block 12:  (Certificate Validity Period)  

· Will always be 156 weeks unless a lesser amount of time is specified.

Block 13: (Personality Name)  
· (For CA use only).

Block 14: (Card Chip Serial Number(s) 

       (For CA use only).

Block 15:  (Type of Identification)  

· Official Picture ID (i.e. Military/Civilian ID or Driver’s License) 

Block 16: (Distinguished Name)  

· The ORA will complete Distinguished Name (DN) the X.509 Certificate Request Form using applicable values for the Locality (L=BASENAME), Organizational Unit (OU=UNIT), and Common Name (CN=Org Box Monitor#) as provided by the site’s Sub-Registration Authority (SRA) who will ensure a unique DN for each certificate.   Increment the number associated with the Org Box Monitor to accommodate additional siblings.  Below are example DNs: 

SBU ORGANIZATIONAL PLA SIBLING DN:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL; OU=375CS(n);CN=Org Box Monitor1(n)

SECRET ORGANIZATIONAL PLA SIBLING DN:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL(s); OU=375CS(s);CN=Org Box Monitor1(s)

Note:  For Fortezza-For-Classified (FFC) cards, ensure the user(s) security clearances have been verified.

Block 17: (Supervisor Name)  

· To be signed by the Organization’s appointed Approving Official for the specified unit.  The ORA will verify this name with the letter kept on file. This individual validates Block 10 (DSS Privileges).

Block 18: (Org. Registration Authority Name)  
· Signed by the ORA. This individual verifies the form is accurately completed before forwarding to the CA.  This form is not forwarded to the SRA since this certificate does not require an X.500 Directory entry.

Block 19: (Certification Authority)  
· To be signed by the CA only. 

SBU Plain Language Address (PLA) Sibling X.509 Certificate Request Form XE "SBU Plain Language Address (PLA) Sibling X.509 Certificate Request Form" 


Tracking # ______________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt
Phone

Comm.  (123) 456-7890
DSN  321-7890

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit:  Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename                State: XX         ZIP: #####
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename            State: XX          ZIP: #####

5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
9.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other    FORMCHECKBOX 

     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential
Sensitive but Unclassified
Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that appl)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 


10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)


12.  Certificate Validity Period 156

17.  13.  Personality Name 

18.  XXXX-SBUORG

  Administrative/Signature Block

16.  14.  Card Chip Serial Number(s)        

15.  Type of Identification

Military ID

18.  16.  DN 

C=US; O=U.S. GOVERNMENT; OU=DoD; OU=AF; OU=Organizations; L=BASENAME; OU=UNIT(n); CN=Org Box Monitor#(n)
                                           

17. Supervisor Name  (Print)

(Approving Official Name)


Phone
Comm. (123) 456-1111
DSN  321-1111    
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA / Org. Security Officer / Commander)


Phone
Comm. (123) 456-2222
DSN 321-2222
Signature
Date

19. Certification Authority Name  (Print)

(Certification Authority Name)


Phone
Comm. (123) 456-0987
DSN 321-0987
Signature
Date

Secret Plain Language Address (PLA) Sibling X.509 Certificate Request Form XE "Secret Plain Language Address (PLA) Sibling X.509 Certificate Request Form" 









Tracking # ______________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt
Phone

Comm.  (123) 456-7890
DSN  321-7890

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit:  Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename                State: XX         ZIP: #####
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename            State: XX          ZIP: #####

5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
10.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other    FORMCHECKBOX 

     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential

Sensitive but Unclassified
Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that appl)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 


10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)


12.  Certificate Validity Period 156

19.  13.  Personality Name 

20.  XXXX-SECORG

  Administrative/Signature Block

17.  14.  Card Chip Serial Number(s)        

15.  Type of Identification

Military ID

19.  16.  DN 

C=US; O=U.S. GOVERNMENT; OU=DoD; OU=AF; OU=Organizations; L=BASENAME(s); OU=UNIT(s); CN=Org Box Monitor#(s)
                                            

17. Supervisor Name  (Print)

(Approving Official Name)


Phone
Comm. (123) 456-1111
DSN  321-1111    
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA / Org. Security Officer / Commander)


Phone
Comm. (123) 456-2222
DSN 321-2222
Signature
Date

19. Certification Authority Name  (Print)

(Certification Authority Name)


Phone
Comm. (123) 456-0987
DSN 321-0987
Signature
Date

Organizational Office Symbol Sibling Instructions XE "Organizational Office Symbol Sibling Instructions"  

Tracking #: (For CA use only) 

Block 1:  (Action Type)  

· Enter “New Certificate”.  See appendices for other X.509 Certificate action types. 

Block 2:  (Recipient Name)  

· The Recipient’s information should be filled in here. 

Block 3: (Recipient Address) 

-      Enter the Recipient’s address here.

Block 4: (PIN Address) 

· Enter the Recipient’s address here; must be different from Block 3.

Block 5: (Recipient E-Mail Address) 

· Enter the Recipient’s E-mail address.  Check the SMTP box. 

Block 6: (Recipient Signature and Date)  

· The Recipient’s signature is required.

Block 7: (Certificate Type)  

· For an Office Symbol Sibling Certificate, the Org. Sibling box will always be checked.

Block 8: (KEA Clearance) 

· Not required; default clearances from the Org. Firstborn Certificate will be assigned. 

Block 9: (KEA Privileges)   

-      Not required; default privileges from the Org. Firstborn Certificate will be assigned.

Block 10: (DSS Privileges) 

· Depending on whether the individual is required to send or read messages, you will choose one or the other (not both).  Select “Org. Release Authority” to allow the role to send/read signed and encrypted messages.  Select “Read Only” to restrict the role to send only encrypted messages; however, user may read signed and encrypted messages.  Note:  To meet the established DMS criteria for Organizational Messaging, all DMS messages must be signed and encrypted.

Block 11: (Comments/Justifications)  

· If an X.500 Directory entry is required to allow the FORTEZZA card recipient to receive official organizational messages in their personal mailbox addressed to this role’s DN, then the following statement must be enter in this block: “Save/Send encoded certificate to MS-DOS diskette for posting to the DSA”

Block 12:  (Certificate Validity Period)  

· Will always be 156 weeks unless a lesser amount of time is specified.

Block 13: (Personality Name)  
· (For CA use only).

Block 14: (Card Chip Serial Number(s) 

       (For CA use only).

Block 15:  (Type of Identification)  

·  Official picture ID (i.e. Military/Civilian ID or Driver’s License)

Block 16: (Distinguished Name)  
· The ORA will complete Distinguished Name (DN) on the X.509 Certificate Request Form using applicable values for the Locality (L=BASENAME), Organizational Unit (OU=UNIT), Organizational Unit (OU=OFFICE SYMBOL), and Common Name (CN=Duty Title) as provided by the site’s Sub- Registration Authority (SRA) who will ensure a unique DN for each certificate.  Note:  The Duty Title should be limited to 40 characters; use standard abbreviations as needed.  The SRA will also build the entry into the X.500 local directory.  Below are examples of proper DNs:

SBU OFFICE SYMBOL’S SIBLING DN:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL; OU=375CS(n);OU=CC(n);CN=Commander(n)

SECRET OFFICE SYMBOL’S SIBLING DN:

C=US;O=U.S. Government;OU=DoD;OU=AF;OU=Organizations;L=SCOTT AFB IL(s); OU=375CS(s);OU=CC(s);CN=Commander(s)

Note:  For Fortezza-For-Classified (FFC) cards, ensure the user(s) security clearances have been verified.

Block 17: (Supervisor Name)  

· To be signed by the Organization’s appointed Approving Official for the specified unit.  The ORA will verify this name with letter kept on file. This individual validates Block 10 (DSS Privileges).

Block 18: (Org. Registration Authority Name)  
· Signed by the ORA. This individual verifies the form is accurately completed before forwarding to the CA. Note:  If an X.500 Directory entry is required to allow the FORTEZZA card recipient to receive official organizational messages in their personal mailbox addressed to this role’s DN, then the form will need to go to the SRA.  The SRA will forward the form on to the CA.

Block 19: (Certification Authority)  
· To be signed by the CA only. 

SBU Organizational Sibling with Org. Release X.509 Certificate Request Form XE "SBU Organizational Sibling with Org. Release X.509 Certificate Request Form" 

Tracking # __________________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. SSgt
Phone

Comm.  (123) 456-7890
DSN  321-7890

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit:  Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename                State: XX         ZIP: #####
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename            State: XX          ZIP: #####

5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
11.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other    FORMCHECKBOX 

     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential
Sensitive but Unclassified
Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that appl)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 


10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)


12.  Certificate Validity Period 156 weeks


21.  13.  Personality Name 

22.  XXXX-SBUORG

  Administrative/Signature Block

18.  14.  Card Chip Serial Number(s)        

15.  Type of Identification

Military ID

20.  16.  DN 

C=US; O=U.S. GOVERNMENT; OU=DoD; OU=AF; OU=Organizations; L=BASENAME; OU=UNIT(n); OU=OFFICE SYMBOL(n); CN=Duty Title(n)
                                                         

17. Supervisor Name  (Print)

(Approving Official)


Phone
Comm. (123) 456-1111
DSN  321-1111    
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA / Org. Security Officer / Commander)


Phone
Comm. (123) 456-2222
DSN 321-2222
Signature
Date

19. Certification Authority Name  (Print)

(Certificate Authority Name)


Phone
Comm. (123) 456-0987
DSN 321-0987
Signature
Date

Secret Sibling Example with Read Only X.509 Certificate Request Form XE "Secret Sibling Example with Read Only X.509 Certificate Request Form" 








Tracking # _________________
User Information

1.  Action Type

New Certificate
2.  Recipient Name  (Print)
Doe, John A. MSgt
Phone

Comm.  (123) 456-7890
DSN  321-7890

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit:  Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename                State: XX         ZIP: #####
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit: Unit / Office Symbol

Street:  ### Street Address

City/APO/FPO: Basename            State: XX          ZIP: #####

5.  Recipient E-mail Address

john.doe@basename.af.mil
 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
12.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn      FORMCHECKBOX 

PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other    FORMCHECKBOX 

     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret

Secret

Confidential

Sensitive but Unclassified
Unclassified
9. KEA (Communications) 

Privileges (DMS only; select all that appl)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 

10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)


12.  Certificate Validity Period 156

23.  13.  Personality Name 

24.  XXXX-SECORG

  Administrative/Signature Block

19.  14.  Card Chip Serial Number(s)        

15.  Type of Identification

Military ID

21.  16.  DN 

C=US; O=U.S. GOVERNMENT; OU=DoD; OU=AF; OU=Organizations; L=BASENAME(s); OU=UNIT(s); OU=OFFICE SYMBOL(s); CN=Duty Title(s)
                                                         

17. Supervisor Name  (Print)

(Approving Official Name)


Phone
Comm. (123) 456-1111
DSN  321-1111    
Signature
Date

18. Org. Registration Authority Name  (Print)

(ORA / Org. Security Officer / Commander)


Phone
Comm. (123) 456-2222
DSN 321-2222
Signature
Date

19. Certification Authority Name  (Print)

(Certificate Authority Name)


Phone
Comm. (123) 456-0987
DSN 321-0987
Signature
Date

Air National Guard and Air Force Reserve Center Responsibilities

Organization or Site 

The Organization or Site Commander is responsible for establishing an Organization Registration Authority (ORA), using guidance set forth in the ORA Guide.  Responsibilities includes, assist organizations’ commanders with identifying the units, office symbols and personnel who are authorized to perform Defense Message System (DMS) organizational messaging.  Equally important is initiating and completing of the X.509 Certificate Request Form(s) for their organization or site, and posting of the certificates to the primary Directory Service Agent (DSA) immediately upon receipt from the prime site Certification Authority (CA).  Note: Organization or Site ORA's will need Administrative Directory User Agent (ADUA) Software and configured profiles.

CA at the Prime Site

The CA's are responsible for providing Certification Authority Workstation (CAW) support to their sub-sites by processing the sub-sites X.509 Certificate Request Forms and programming FORTEZZA cards for their use.  Once the cards and PINs are programmed, the CA will ship the cards to the appropriate ORA and the PIN letters directly to the User. They will also provide the ORA with the certificate via diskette or email for each Distinguish Name (DN) created that will receive message traffic. This certificate must be posted to the DSA by the ORA as soon as received.  Note:  In the future the CAW will bind to the PMO LDSA (SBU) and DISA Montgomery "Blockhouse" LDSA (Secret) for certificate posting.  This will happen when sites are given the go ahead to connect the CAWs to the NIPRNET and SIPRNET.

ANG/AFRC ORA

The ANG/AFRC ORA's are responsible for posting the certificate (i.e. SBU and SECRET)  via an ADUA to their respective LDSA and must attain an Access Controlled Item (ACI) for DSA access in order to accomplish this task.  They will issue the programmed FORTEZZA card(s) to the users and confirm they received their PIN letter(s).  Upon receipt of FORTEZZA card, the Users will sign the FORTEZZA Receipt form and the ORA or User will return it to the CA within the established time limit.  Before leaving the ORA's office, the user should log in with the FORTEZZA card to verify that it works properly.  This step will identify potential FORTEZZA card programmed problems prior to the user leaving the immediate area.    

  Also, they will ensure they have an ORGSUBREGAUTH XXXX (XXXX= organization or site name) Directory Information Tree (DIT) entry and an associated MS Exchange mailbox account on the local exchange server.  This will allow CAs the ability to forward information directly to the ORA.  This account does require a programmed FORTEZZA card for access.  In addition, the ORA will need the SRA Procedural Guide to help in establishing MS Exchange mailbox accounts for DNs that will receive DMS message traffic.  They will have to coordinate with the ANG site DMS System Administrator to get the X.400 address for these corresponding DIT entries. 

DMS System Administrator

The DMS System Administrator will have the skeleton ANG and AFRC DIT created on the LDSA, and will create an ACI for both the ANG and AFRC to manipulate their DIT entries.  Finally, the DMS SA will give the site ORA a password, which must change immediately upon accessing the account for the first time. 

User

The User must test their accounts to ensure they are functioning appropriately.

ANG & AFRC Organizational Registration Authority Flowchart

This flowchart depicts the overall flow of information for ANG and AFRC DMS users to obtain Fortezza Cards.


[image: image4.wmf]ANG ORA Flowchart

2. Organizational Registration Authority (ORA)

1.

 

Site or Organization

-Establish ORA.

- Identify Organizational Accounts

- Initiate SBU and FFC X.509 Certificate Request Form paperwork.

- Will need ADUA software and must Configure profiles.

5. User

- Test Account at work

- Process SBU and FFC X.509 Certificate Request Forms.

- Send SBU and FFC X.509 forms to the CA.

- Create DIT entries.

- Get New SRA Procedural Handbook

- Coordinate X.400 Address with DMS SA.

- Ensure ORGSUBREGAUTH DIT Entry has a mailbox.

- Establish or Modify Exchange Accounts.

- Log in to ORA Account using ADUA and change password.

3. Certification Authority (CA)

- CA will create SBU or FFC certificate.

- CA will ship the FORTEZZA card to the ORA and the PIN letter to the user.

- Mail SBU or FFC Certificate diskette to ORA or e-mail them to the ORA.

4. Organizational Registration Authority (ORA)

- Post SBU or FFC certificates provided by the CA

- Issue FORTEZZA cards to the users and confirm PIN letters were received

.

- Send original signed FORTEZZA receipt back to the CA.

- Have user log in with FORTEZZA card to verify that the card works.


X.509 Certificate Request Forms Instructions

Version 2.0

23 September 1997

Instructions for Completing the X.509 Certificate Request Form XE "Instructions for Completing the X.509 Certificate Request Form" 
Tracking Number
When the X.509 Certificate Request form is received by the Certification Authority (CA), a local Tracking Number will be assigned and written in the upper right corner of each page of the form contained in the package.  

User Information XE "User Information" 
This section contains information specific to the certificate’s end user.  

1.  Action Type

Enter an action(s) to be performed.  Some actions require a justification in Block 11 by the end user or CA.  Following each action description belowis a list of X.509 Request Form block numbers.  The corresponding blocks should be completed if that action type is selected.  Types of actions include (but are not limited to) the following:

· Change PIN.  This allows the CA to change the user PIN on a FORTEZZA card that they created.  Complete the following blocks:  1, 2, 3-4 (if mailed), 6, 11 (optional), 17.

· Change User Information.  This action results in modifications to the User Database (e.g., name, address).  These changes do not affect the certificate.  Complete the following blocks:  1-6.

· Compromise Report.  When a card has been compromised, complete the following blocks:  1, 2, 6, 11 (should contain the affected KMID(s), if known), 13, and 14 (if known), 17.  Attach a detailed report in accordance with NAGs 66 and 68.  Block 6 is required for signature (the requester can be the CA).

· Copy Card.  This action results in a card which is a duplicate copy of the original card, but with a different PIN.  Complete the following blocks:  1, 2, 3-4 (if mailed), 6, 11 (optional), 17.

· Delete Personality.  This allows the CA to delete a personality (certificate) from the FORTEZZA card that the CA has created.  Complete the following blocks:  1, 2, 3-4 (if mailed), 5, 6, 10, 11 (optional), 13, 17.

· New Certificate.  Requests a new X.509 certificate for the individual, equipment or organization.  This includes a request to change the Distinguished Name (DN) on an existing certificate.  Complete the following blocks:  1, 2, 3-4 (if mailed), 5-9, 12, 13, 17.

· Renew.  This action extends the validity period of an existing X.509 certificate.  Complete the following blocks:  1, 2, 3-4 (if mailed), 5, 6, 12, 13, 17.

· Rekey.  This action replaces a signature (DSS) and/or key exchange (KEA) key with a new key.  The attributes for this new certificate are identical to those of the original X.509 certificate that is being rekeyed.  Specify the key (or indicate both) which is to be rekeyed.  Complete the following blocks:  1, 2, 3-4 (if mailed), 5, 6, 11 (optional), 13, 17.

· Restore.  This action will restore the certificate(s) created by a CA to the card.  Private keys that have not been saved in the database will not be restored.  Indicate in Block 11 the personality name or DN of the certificate to restore, or the card chip (internal) serial number if an entire card is to be restored.  Complete the following blocks:  1, 2, 3-4 (if mailed), 5, 6, 11 (optional), 13, 17.

· Revoke Certificate.  This action will revoke a certificate in the CA’s database, for placement on a Certificate Revocation List (CRL).  Complete the following blocks:  1, 2, 6, 11 (optional), 13, 16 (if known), 17.

· Save/Send Certificate.  This will send a copy of a certificate in any of several formats (sixbit, decoded, MMP-encoded, binary) to a specified location.  The certificates can be sent as an MMP encoded message, posted to a directory, copied to a diskette in MS-DOS or UNIX format, or sent through E-mail.  Complete the following blocks:  1, 2, 5, 6, 11 (optional), 13, 17.

· Update Certificate. Modify X.509 certificate attributes (i.e., clearance levels or privileges).  The original certificate is revoked, but the DN is retained.  Complete the following blocks:  1, 2, 3-4 (if mailed), 5, 6, 7-10 (as applicable), 11 (optional), 13, 16 (if known), 17.

2. Recipient Name
Print the name of the person who will be responsible for the card.  This person is the recipient or end user of the card and will use it to perform their duties.  Enter the commercial and DSN telephone numbers (if applicable) of the user.  (In the GUI, this field is titled Subject Name.)

3. Recipient Address
Enter the address where the user’s hardware token (e.g.,  FORTEZZA card) should be shipped. This address must include a street address.  Do not use a P.O. box address.  (In the GUI, this field is titled Subject Address.)

4. PIN Address
Enter the address where the recipient’s PIN letter should be shipped.  This address MUST be different from the Recipient address.  This field is optional if the user will pick up the PIN letter personally from the CA or ORA.  

5. Recipient E-mail Address
Enter an email address that the CA/SORA can use to transmit official communications that pertain to the FORTEZZA cards and certificates (e.g., early notification of the need to rekey the material on the recipient’s FORTEZZA card, or Certificate Revocation Lists (CRLs)).  Indicate the type of E-mail account by selecting either X400 or SMTP.

6. Recipient Signature
The person responsible for the card signs and dates this form prior to submission.

Certificate Information XE "Certificate Information" 
This section contains information specific to the MISSI V1 X.509 certificate.

7. Certificate Type

· Individual.  This X.509 certificate will be used by an individual person rather than by an organization.

· Org. Firstborn.  This X.509 certificate will be used on behalf of an organization.  The firstborn certificate is the first to be requested on behalf of a specific organization; subsequent requests should be marked as Org. Siblings (see below).  The organizational firstborn certificate contains a key exchange key that will be shared by an organization.

· Org. Sibling.  This X.509 certificate will be used on behalf of an organization.  It shares the KEA key of the organizational firstborn certificate.

· CA.  This X.509 certificate will be used by individuals who perform Certification Authority duties.

· PCA.  This X.509 certificate will be used by individuals that perform Policy Creation Authority duties.

· SORA.  This X.509 certificate will be used by individuals who perform SSO-PIN Organizational Registration Authority (ORA) duties to support the CA in large organizations by managing a portion of the CA’s card database.

· TPKC.  This X.509 certificate will be used by an individual to perform Two Party Key Control duties.

· Other.  To be used to indicate that the certificate is being utilized to support equipment such as a directory, secure network server, guard, secure phone, secure fax, mail list, etc.  Indicate what type of equipment is being supported in the blank space provided or include a detailed description in Block 11.

8. KEA Clearance Level
This is the clearance level of the X.509 certificate.  Strike out those which do not apply.  If filling the form out online, see How to Fill Out the X.509 Certificate Request Form Electronically for detailed instructions on striking out items in this block.

9. KEA (Communications) Privileges
This field is currently only used for DMS X.400 Messaging.  Select all that apply. 

10. DSS (Signature) Privileges
This field is currently only used for DMS X.400 Messaging.  Select all that apply.  

11. Comments/Justification XE "11. Comments/Justification" 
A written justification is required for the following actions:

· Compromise Report.  Fill in the affected KMID(s) (if known) and reason for compromise.

· New Certificate.  If this is a new certificate on an existing card, indicate the card chip (internal) serial number from the card label.

· Copy Card.  Indicate the reason for the copy card request (i.e., traveling user, card to be used outside of a classified enclave, or support equipment).

· Organizational Sibling Certificate.  Indicate the serial number (if known) or the DN of the Firstborn Organizational Certificate.

· Rekey.  Indicate which key (DSS, KEA, or both) must be rekeyed.

· Restore.  State why the card or certificate needs to be restored.

· Revoke Certificate.  State the reason why the certificate needs to be revoked prior to its normal expiration date.

· Save/Send certificate.  State the following:

· What media is required (e.g. MS-DOS Diskette, UNIX diskette, MMP Message, DAT tape, etc.).

· If a UNIX format is requested, state whether the tar or spax utility should be used (if known).

·  The destination of the Certificate (i.e., DSA, another CAW).

·  The output type:  binary, sixbit, decoded, or encoded.

· If the user does not want KEA X-values saved in the database, indicate “do not save X-values.”

12. Certificate Validity Period

Enter the validity period for the X.509 certificate in either weeks or a date in the following format:  MM/DD/YYYY HH:MM.  The validity period can be no greater than 10 years (520 weeks) for PCAs, 5 years (260 weeks) for CAs , and 3 years (156 weeks) for end users, equipment, SORAs, and all TPKC cards.

13. Personality Name

Enter a name that the individual will use to identify an X.509 certificate on a hardware token (e.g., FORTEZZA card).  If preferred, the user can defer this to the CA, who will fill in the needed information when the certificate is created.

Administrative/Signature Block XE "Administrative/Signature Block" 
This section is for administrative information and the approval signatures.  Blocks 14-16 should be completed by the ORA or CA.

14. Card Chip Serial Number(s)

This is the internal chip serial number for the FORTEZZA card.  The card serial number is found on the label.  Enter the chip serial number(s), or attach a label, for any cards which were used to complete the action.

15. Type of Identification

Enter the type of identification that was used to verify the recipient’s identity.

16. DN (Distinguished Name)
The ORA or CA should coordinate with the Sub-Registration Authority (SRA) to obtain the DN for the recipient’s certificate.  The DN should be entered here or attached to this form.

17. Supervisor Name

Print the name of the supervisor who is approving the requested action.  Enter the commercial and DSN telephone number(s), if applicable, of the supervisor.  Obtain the supervisor’s signature when the form is ready for submission.  Before signing, the supervisor should verify the need for any clearances, privileges, etc., requested in Blocks 7-12.

18. Organizational Registration Authority Name

Print the name of the ORA who is verifying any of the information on the form, if applicable.  Enter the commercial and DSN telephone number(s), if applicable, of the ORA.  Obtain the ORA’s signature when the form is ready for submission.

19. Certification Authority Name

Print the name of the CA who is completing the requested action.  Enter the commercial and DSN telephone number(s), if applicable, of the CA.  The CA signs the form when the action requested is complete. 

Blank X.509 Certificate Request Form XE "Blank X.509 Certificate Request Form" 

Tracking # 


User Information

1.  Action Type

     
2.  Recipient Name  (Print)
     

Phone

Comm.      
DSN      

3.  Recipient Address  (for delivery of FORTEZZA card)
Unit     
Street      
City/APO/FPO      
State  
ZIP      
4. PIN Address  (for delivery of PIN letter; must differ from block 3.)

Unit     
Street      
City/APO/FPO                                                       State          ZIP      


5.  Recipient E-mail Address             


 FORMCHECKBOX 
SMTP   

 FORMCHECKBOX 
x400

6.  Recipient Signature
Date  



Certificate Information
7.  7.  Certificate Type

(select only one)

Individual
 FORMCHECKBOX 

CA
 FORMCHECKBOX 

Org. Firstborn
 FORMCHECKBOX 
 
PCA 
 FORMCHECKBOX 

Org. Sibling
 FORMCHECKBOX 
 
SORA  FORMCHECKBOX 



TPKC
 FORMCHECKBOX 

Other
     

8.  KEA Clearance 

(strike out those that do not apply)

Top Secret    
Secret    
Confidential   
Sensitive but Unclassified
Unclassified

9. KEA (Communications) 

Privileges (DMS only; select all that apply)

Critic/Flash

 FORMCHECKBOX 

Immediate/Priority                FORMCHECKBOX 

Routine/Deferred

 FORMCHECKBOX 

Multifunction Interpreter
 FORMCHECKBOX 

10. DSS (Signature) Privileges

(DMS only; select all that apply)

Org. Release Authority
 FORMCHECKBOX 

Read Only
 FORMCHECKBOX 



11. Comments/Justification (see instructions; continue on separate sheet if necessary)


12.  Certificate Validity Period 156

13.  Personality Name      


  Administrative/Signature Block

14.    Card Chip Serial Number(s)        

15.  Type of Identification  

     

16.   DN 

     


17. Supervisor Name  (Print)

     

Phone
Comm.      
DSN      
Signature
Date

18. Org. Registration Authority Name  (Print)

     

Phone
Comm.      
DSN      
Signature
Date

19. Certification Authority Name  (Print)

     

Phone
Comm.      
DSN      
Signature
Date

USER ADVISORY STATEMENT AND FORTEZZA RECEIPT XE "USER ADVISORY STATEMENT AND FORTEZZA RECEIPT" 
1.  This FORTEZZA card is a self-contained Information Protection device providing the user with electronic digital signature, encryption/decryption, and key management functions.  This FORTEZZA card performs all necessary cryptographic functions, and carries your unique electronic “personality” in the form of certificates used to electronically sign and encrypt information/transactions.  Used properly, this FORTEZZA card provides a high degree of security in a flexible and compact package.  If you were issued a FORTEZZA-For-Classified (FFC) card containing a certificate for use with classified material, your FFC card will be used to protect U.S. Government classified (SECRET) information.  The FFC card is only considered classified when the card is in the terminal and activated by entering the PIN and will be safeguarded the same as the SBU card and PIN.
2.  Because of its compact size, this card is easily portable and can be carried readily in a pocket or handbag.  The FORTEZZA employs a Personal Identification Number (PIN) to prevent use by unauthorized parties; however, no PIN-based system is absolutely foolproof.  You must take all possible precautions to protect your FORTEZZA card from theft or loss and follow the procedures in AFSSI 6001.  The following two safeguards are taken from AFSSI 6001 for your immediate attention and action.
Safeguarding the FORTEZZA Card.  Users are responsible for their FORTEZZA card.  Users are responsible for proper safekeeping and immediate reporting of its loss, destruction, theft, or tampering to the CRO/ORA who reports it to the CA.  At no time will a FORTEZZA card be left in an unattended terminal.  Therefore, take precautions to minimize the possibility of loss, theft, unauthorized use or tampering.  When carrying either card, positive control must be maintained at all times.  FFC cards require no additional safeguarding than SBU FORTEZZA cards, when not in use.
Safeguarding the PIN.  Do not disclose your PIN to anyone.  The PIN generated by the CAW is a random number.  If the generated PIN can easily be associated with the owner of the FORTEZZA card, such as your telephone number, you must immediately notify the CA and request a new PIN.  The PIN letter must be stored (to prevent loss or unauthorized access) by the user separate from the FORTEZZA card.  Never write the PIN on the FORTEZZA card itself.  If a PIN is compromised, consider it to be the same as a compromise of the FORTEZZA card itself.  Report compromises to the ORA/CRO or CA immediately.
3.  Report loss, destruction, theft, or tampering of your FORTEZZA card to your ORA/CRO or CA at __________ immediately.  In cases where the ORA/CRO or CA concludes user negligence, disciplinary actions and/or report of survey may be administered at the Commander’s discretion.

4.  By signing and returning this form to your CA, you acknowledge receipt of your FORTEZZA card and PIN and agree to follow current Air Force policy pertaining to FORTEZZA cards.

EXPIRATION DATE:  ________________________ CARD SERIAL NUMBER:  ____________________

UNIT/OFFICE SYMBOL  _____________________    

NAME OF END USER:  ______________________________________________   

DUTY PHONE: ___________________

SIGNATURE:  ___________________________________   DATE OF RECEIPT:  ___________________

Air Force and ANG/AFRC DIT Examples XE "Air Force and ANG/AFRC DIT Examples" 


As Established by:
DMS-AF RA
Current as of:  19 Jan 99


HQ SSG/DIGDR

DMS-AF Registration
DSN 596-6112
SSG.DIGDR@GUNTER.AF.MIL
http://web2.ssg.gunter.af.mil/dms/registration
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C=US

O=U.S. Government

OU=DoD

OU=AF

                

OU=Locations

            L=MAXWELL AFB GUNTER ANNEX AL

          OU=HQ 

SSG(n)

        

CN=Ingram Matthew D 

Capt

(n)

        

CN=White 

LeRoy E 

MSgt

(n)

        

CN=Lastname 

Firstname 

M(n)(

fnccc)

 

OU=Mail Lists

 

CN=Gibson William 

D(n)

(

cn

)

                OU=MLGUNTER

                CN=ALL GUNTER 

AFB(n)

                

OU=Organizations

                L=MAXWELL AFB GUNTER ANNEX AL

              OU=HQ 

SSG(n)

              OU=

DI(n)

              OU=

DIGD(n)

                                        OU=

DIGDR(n)

                                        CN=

ORGREGAUTH(n)

                                                                                            CN=

ORGSUBREGAUTH(n)

              

OU=

Roles

(n)

              

OU=Helpdesks

              CN=CAW 

SUPPORT(n)

              CN=

LCC1(n)

              CN=

LCC2(n)

              CN=MS 

Helpdesk(n)

              CN=SUBREGAUTH(n)
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C=US

O=U.S. Government

OU=DoD

OU=AF

OU=ANG

                

OU=Locations

            L=BUCKLEY ANGB CO

          OU=821 

SPTS

(n)

        CN=

Lastname 

Firstname

 M 

Rank

(n)

                

OU=Mail Lists

                OU=MLBUCKLEY

                CN=ALL BUCKLEY 

ANGB

(n)

                

OU=Organizations

                L=BUCKLEY ANGB CO

              OU=821 

SPTS

(n)

              OU=

CC

(n)

                                                                                      CN=ORGSUBREGAUTH 

Buckley

(n)

              

OU=Roles

(n)

               

OU=Helpdesks

              CN=

LCC1

(n)



[image: image7.wmf]AFRC DIT Example (SBU)

C=US

O=U.S. Government

OU=DoD

OU=AF

OU=AFRC

                

OU=Locations

            L=MARCH ARB CA

          OU=821 

SPTS

(n)

        CN=

Lastname 

Firstname

 M 

Rank

(n)

                

OU=Mail Lists

                OU=ML MARCH

                CN=ALL MARCH 

AFRB

(n)

                

OU=Organizations

                L=MARCH ARB CA

              OU=821 

SPTS

(n)

              OU=

CC

(n)

                                                                                      CN=ORGSUBREGAUTH 

March

(n)

              

OU=Roles

               

OU=Helpdesks

              CN=LCC1

(n)
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The following examples correspond to the entries in the tree above.

Individual Distinguished Names

  

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ 

SSG;cn=Ingram Matthew D 

Capt

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ 

SSG;cn=White 

LeRoy E 

MSgt

(n)

Foreign Nationals

  

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Locations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ SSG;

cn

=

Lastname

 

Firstname 

M

(n)

 (

fnccc)

Mail List Distinguished Names

  

c

=US;o=U.S. Government;

ou

=

DoD

;

ou

=AF;

ou

=Mail Lists

;

ou

=MLGUNTER;

cn

=ALL GUNTER 

AFB

(n)

(Note: The common name for the mail list is arbitrary at this point.  In the future the common name would be the name of the mail list e.g. cn=ML0944 which would correspond to AIG

944.)

Organizational Distinguished Names

  

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ SSG

(n)

;

ou=DI

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ SSG

(n)

;

ou=DIGD

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ SSG

(n)

;

ou=DIGDR

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ 

SSG

(n);

;

cn

=ORGREGAUTH

(n)

c

=US;o=U.S. Government;

ou

=

DoD

;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ 

SSG

(n);

;

cn

=ORGSUBREGAUTH

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=Roles(n);

ou

=Helpdesks;

cn

=CAW 

SUPPORT

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=Roles

(n)

;ou=Helpdesks;cn=LCC1

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=Roles

(n)

;

ou

=Helpdesks;

cn

=LCC2

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=Roles

(n)

;

ou=Helpdesks;cn=MS Helpdesk

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=Roles

(n)

;

ou=Helpdesks;cn=SUBREGAUTH

(n)

Contractor Distinguished Names

  

c

=US;o=U.S. Government;

ou

=

DoD

;

ou

=AF;

ou

=

Locations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ 

SSG

(n)

;

cn

=Gibson William D

(n)(

cn)

Air National Guard Distinguished Names

  

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Locations

;l

=BUCKLEY ANGB CO;

ou

=HQ 

SSG

(n)

;

cn

=Lastname 

Firstname

 

Rank

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=Mail Lists

;

ou

=MLBUCKLEY;

cn

=ALL BUCKLEY 

ANGB

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Organizations

;l

=BUCKLEY ANGB CO;

ou

=821 

SPTS

(n)

;

ou

=CC

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Organizations

;l

=BUCKLEY ANGB CO;

ou

=821 

SPTS

(n)

;

ou

=ORGSUBREGAUTH Buckley

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Organizations

;l

=BUCKLEY ANGB CO;

ou

=Roles

(n)

;

ou

=Helpdesks;

cn=LCC1

(n)


[image: image9.wmf]Air Force DIT Example (SECRET)

C=US

O=U.S. Government

OU=

DoD

OU=AF

                

OU=Locations

            L=MAXWELL AFB GUNTER ANNEX AL(s)

          OU=HQ SSG(s)

        

CN=Lucas Joseph E

TSgt

(

s)

        

CN=Pittman Carlton B

TSgt

(

s)

        CN=

Lastname 

Firstname

 M(s

)(

fnccc

)

                

OU=Mail 

Lists                                              

CN

=Gibson William D(s)(

cn)

                OU=MLGUNTER(s)

                CN=ALL GUNTER AFB(s)

                

OU=Organizations

                L=MAXWELL AFB GUNTER ANNEX AL(s)

              OU=HQ SSG(s)

              OU=DI(s)

              OU=DIGD(s)

                                        OU=DIGDR(s)

                                        CN=ORGREGAUTH(s)

                                                                                            CN=ORGSUBREGAUTH(s)

              

OU=Roles(s)

               OU=

Helpdesks

              CN=CAW SUPPORT(s)

              CN=LCC1(s)

              CN=LCC2(s)

              CN=MS Helpdesk(s)

                                                                  CN=SUBREGAUTH(s)

(Note:  Foreign Nationals are not currently allowed on the

SIPRNet

per DISA; however, they are depicted in this example for

future reference.


[image: image10.wmf]C=US

O=U.S. Government

OU=DoD

OU=AF

OU=ANG

                

OU=Locations

            L=BUCKLEY ANGB CO(s)

          OU=821 SPTS(s)

        CN=

Lastname 

Firstname

 M Rank(s)

                

OU=Mail Lists

                OU=MLBUCKLEY(s)

                CN=ALL BUCKLEY ANGB(s)

                

OU=Organizations

                L=BUCKLEY ANGB CO(s)

              OU=821 SPTS(s)

              OU=CC(s)

              CN=ORGSUBREGAUTH Buckley(s)

              

OU=Roles(s)

               

OU=Helpdesks

              CN=LCC1(s)

ANG DIT Example (SECRET)



DISTINGUISHED NAME EXAMPLES (SECRET)
The following examples correspond to the entries in the tree above.

Individual Distinguished Names
c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);cn=Lucas Joseph E TSgt(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);cn=Pittman Carlton B TSgt(s)

Foreign National
c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);cn=Lastname Firstname M(s)(fnccc)

Mail List Distinguished Names
c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Mail Lists;ou=MLGUNTER(s);cn=ALL GUNTER AFB(s)

(Note: The common name for the mail list is arbitrary at this point.  In the future the common name would be the name of the mail list e.g. cn=ML0944(s) which would correspond to AIG 944.)

Organizational Distinguished Names
c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);ou=DI(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);ou=DIGD(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);ou=DIGDR(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);cn=ORGREGAUTH(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);cn=ORGSUBREGAUTH(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=Roles(s);ou=Helpdesks;cn=CAW SUPPORT(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=Roles(s);ou=Helpdesks;cn=LCC1(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=Roles(s);ou=Helpdesks;cn=LCC2(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=Roles(s);ou=Helpdesks;cn=MS Helpdesk(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=Roles(s);ou=Helpdesks;cn=SUBREGAUTH(s)

Contractor Distinguished Names

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX AL(s);ou=HQ SSG(s);cn=Gibson William D(s)(cn)

Air National Guard Distinguished Names
c=US;o=U.S. Government;ou=DoD;ou=AF;ou=ANG;ou=Locations;l=BUCKLEY ANGB CO(s);ou=HQ SSG(s);cn=Lastname Firstname E Rank(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=ANG;ou=Mail Lists;ou=MLBUCKLEY(s);cn=ALL BUCKLEY ANGB(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=ANG;ou=Organizations;l=BUCKLEY ANGB CO(s);ou=821 SPTS(s);ou=CC(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=ANG;ou=Organizations;l=BUCKLEY ANGB CO(s);ou=821 SPTS(s);cn=ORGSUBREGAUTH Buckley(s)

c=US;o=U.S. Government;ou=DoD;ou=AF;ou=ANG;ou=Organizations;l=BUCKLEY ANGB CO(s);ou=Roles(s);ou=Helpdesks;cn=LCC1(s)

[image: image11.wmf]C=US

O=U.S. Government

OU=DoD

OU=AF

OU=AFRC

                

OU=Locations

            L=MARCH ARB CA(s)

          OU=821 SPTS(s)

        CN=

Lastname 

Firstname

 M Rank(s)

                

OU=Mail Lists

                OU=MLMARCH(s)

                CN=ALL MARCH AFRB(s)

                

OU=Organizations

                L=MARCH ARB CA(s)

              OU=821 SPTS(s)

              OU=CC(s)

              CN=ORGSUBREGAUTH March(s)

              

OU=Roles(s)

               

OU=Helpdesks

              CN=LCC1(s)

AFRC DIT Example (SECRET)



                                                                                                                                                      <DATE>

MEMORANDUM FOR (CERTIFICATION AUTHORITIE’S ORG/OFFC SYM)
                                      Attn:  COMSEC MANAGER                                

FROM:  YOUR ORGANIZATION/CC             

SUBJECT:  Appointment of Organization Registration Authority (ORA) XE "Appointment of Organization Registration Authority (ORA)" 
1. In support of the Defense Message System Air Force (DMS-AF), the individual(s) whose information and signatures appear below, is/are appointed as an Organization Registration Authority (ORA) for ORGANIZATION NAME at BASE, STATE.  
2. The ORA Checklist will be used as guidance until it is incorporated into the next release of AFI 33-127 which is currently under revision.  Ensure that the ORA has the most current version of the ORA Checklist by going to the following URL of DMS-AF Registration: http://web2.ssg.gunter.af.mil/dms/registration/docs.htm.   

3. The following is a list of the ORA’s primary duties:

(a) Maintain a current list of the Base Certification Authority (CA), the Base Sub-Registration Authority (SRA), and your organization Approving Officials (AO).

(b) Assist in completion of X.509 Certificate Request Forms ensuring coordination with Unit Security Manager to verify all clearances and privileges assigned for users (i.e. ASCAS roster, etc.).

(c) Verify signature of AO on every X.509 Certificate Request Form prior to forwarding form on to SRA.

(d) Assist CA in issuing FORTEZZA cards to users as well as collecting them.  Note:  the ORA should never have both a user’s card and PIN.

(e) Establish a tracking method to maintain a list of all X.509 certificates assigned to the organization to ensure uniqueness.  This information maintained should include but is not limited to Distinguished Names of:  the org box firstborn certificate and all of it’s siblings; each office symbol’s firstborn certificate and all of it’s siblings.  This can be done either by maintaining file copies of X.509 Certificate Request Form, keeping a log, or some other kind of database.  (See Appendices of the ORA 1.1 Checklist for an example)

      Organization Registration Authority:  _____________________________

      Mailing Address:

      Duty Phone:  

      E-mail:

      FAX:                                             

      Signature:  __________________________________________________

                                             



  <signed>

                                                                                        COMMANDER (your organization)

                                                                                                                                                            <DATE>

MEMORANDUM FOR Organization Registration Authority (ORA)
FROM:  YOUR ORGANIZATION/CC

SUBJECT:  Appointment of Organizational Approving Official (AO) XE "Appointment of Organizational Approving Official (AO)" 
1. In support of the Defense Message System Air Force (DMS-AF), the individual(s) whose information and signature(s) appear below, is/are appointed as an Organization Approving Official (AO) for ORGANIZATION NAME at BASE, STATE.  This authority will not be delegated further.
2. The ORA Checklist will be used as guidance until it is incorporated into the next release of AFI 33-127 which is currently under revision.  Contact the ORA or reference the following DMS-AF Registration URL for the most current version of the ORA Checklist: http://web2.ssg.gunter.af.mil/dms/registration/docs.htm The Approving Official may use portions of the referenced checklist for guidance (i.e. “Information for the Approving Official on Organizational Certificates”).
3. The AO is responsible for the following primary duties:

(a) Maintain an organizational list that consist of the following:

1. The Organization’s Plain Language Address (PLA) mailbox which is used for messages addressed directly or defaulting to the org box. (First Born Certificate)
2. The Organization’s “Org Box Monitor” roles which are authorized to administer messages addressed directly or defaulting to the org box. (Sibling Certificate)
3. All organizational Office Symbols authorized to send/receive organizational messages. (First Born Certificate)                              

4. All duty positions (roles) authorized to simply decrypt and read (Read Only) official organizational messages addressed to their office symbol’s mailbox. (Sibling Certificate)
5. All duty positions (roles) authorized to release official organizational (Org. Release) messages from their office symbol’s mailbox. (Sibling Certificate)  (SEE APPENDIX further example)

(b) The AO verifies Blocks 7-10 of the X.509 Certificate Request Form and sign in Block 17, ensuring appropriate clearances and privileges for each user and return the X.509 Certificate Request Form to the ORA.  Note:  Blocks 7-10 pertain to the sending of messages only rather than receiving; the AO must coordinate with unit security to verify authorized clearances for certificate requests requiring KEA Clearances to support classified messaging.

Organizational Approving Official: _____________________________

Mailing Address:

Duty Phone:

E-mail:

FAX:

Signature:  _________________________________________________

                                                                                                                                      <signed>

                                                                                                                         Commander (your organization)

List of Authorized Organization’s Units and Roles XE "List of Authorized Organization’s Units and Roles" 
Unit commanders establish their organizational presence in Defense Messaging System (DMS).  With the help of key organizational personnel, they will identify and create a list of their unit Office Symbols, Roles, Clearances, and Privileges that are authorized to conduct organizational messaging.  Once this list is created, signed by the commander and copies forwarded to the Approving Official and Organizational Registration Authority, then their accounts can be established and the unit(s) can start DMS messaging.  Note: This list must be kept accurate at all times. 

The following spreadsheet give examples of how to accomplished the above task.   Once the entities are identified, then the establishment of the units' present in DMS can begin with the Organization Registration Authority (ORA). 

Organizational Unit:  (follows establish AF Naming standards)  

Unit FAS: (follows establish AF Naming standards)

Unit Roles: (Duty Title or Duty Title1, see below example)

Certificate Type: (are First Born, Siblings, and Individual)

KEA Clearances: (Top Secret, Secret, Confidential, Sensitive but Unclassified, and Unclassified)

KEA Privileges: (Critic/Flash, Immediate/Priority, and Routine Deferred)

DSS Privileges: (Organizational Release and Read Only)

Recipient Name: (Enter name(s) as they appear on their IDs) 

DIT Entry: (Is a DIT Entry required?)

***Example Sample List Format***

Org. Unit
Unit FAS
Unit Role
Cert. Type
KEA Clr
KEA Priv
DSS Priv
R. Name
R. Clr Verified
 DIT 

(Y/N)

375CS

This line represents the “PLA”  Org  Box
First Born
SBU/

Unclassified
C/F,I/P,R/O
RO
ORA

Y

375CS

Org Box Monitor1
Sibling
      "     
      "

Jim Park 
Y


375CS

Org Box Monitor2
Sibling
      "            
      "

Matt Parker
Y


375CS

Org Box Monitor3
Sibling
      "
      " 

Joe Smith 
Y













375CS
CC

First Born
SBU/

Unclassified
C/F,I/P,R/O
RO
ORA

Y

375CS
CC
Commander
Sibling
      "
      "
OR
Jack Jones         
Y


375CS
CC
Exec. Officer
Sibling
      "
      "
OR
Judy Page 
Y


375CS
CC
NCOIC Admin
Sibling
      "
      "
OR
Jim Mann 
Y


375CS
CC
Admin Specialist
Sibling
      "
      "
RO
Tony Data 
Y













375CS(s)
SCX(s)

First Born
Secret
I/P,R/O
RO
ORA
Y
Y

375CS(s)
SCX(s)
Operation Officer(s)
Sibling
      "
      "
OR
Jordan Hand  
Y


375CS(s)
SCX(s)
Superintendent(s)
Sibling
      "
      "
RO
Acer Smith 
Y













375CS(s)
SCXR(s)

First Born
Secret
I/P,R/O
RO
ORA
Y
Y

375CS(s)
SCXR(s)
OIC Maintenance(s)
Sibling
     “
      "
OR
Jack Tee
Y


375CS(s)
SCXR(s)
NCOIC Admin(s)
Sibling
     “
      "
OR
Susan Gold
Y


375CS(s)
SCXR(s)
Admin Specialist(s)
Sibling
     “
      "
RO
Tom Bronze 
Y


Standard Ranks Listing

AB

Amn

A1C

SrA

SSgt

TSgt

MSgt

SMSgt

CMSgt

2d Lt

1st Lt

Capt

Maj

Lt Col

Col

Brig Gen

Maj Gen

Lt Gen

Gen

GS01

GS02

GS03

GS04

GS05

GS06

GS07

GS08

GS09

GS10

GS11

GS12

GS13

GM14

GM15

SES1

SES2

SES3

SES4

ACRONYMS XE "ACRONYMS" 
ADUA
Administrative Directory User Agent.  A DUA for administrative functions, such as creating, modifying, or deleting X.500 Directory entries.

AF RA
Air Force Registration Authority

AO
Approving Official

CA
Certification Authority.  Sometimes used in other documents to refer generically to any of PAA, PCA, CA, or SCA.

CAW
Certification Authority Workstation.  MCAW3 configured for use by a CA.

CRL
Certificate Revocation List.

DMS
Defense Message System

DMS AF
Defense Message System Air Force

DN
Distinguished Name.  The DN of an object is the sequence of RDNs of the X.500 Directory entry that represents the object and those of all its superior entries.  The DN unambiguously denotes an object in the Directory.

DSA
Directory Service Agent.

DSS
Digital Signature Standard.  Specifies digital signature algorithm.
FFC
FORTEZZA for Classified. 

KEA
Key Encryption Algorithm.

KMID
Key Material Identifier.

MCAW3
MISSI Certification Authority Workstation Version 3.0

MMP
MISSI Management Protocol.  Formats used to exchange management information between cooperating MISSI network components.

MPC 
Multi-Party Control.  A process which requires more than one party to supply all required data to extract and restore keying material.  TPKC is a subset of MPC.

MISSI
Multilevel Information System Security Initiative.

MTA
Message Transfer Agent.  The transport system for the X.400 messaging.

MFI
Multifunction Interpreter.  A device in DMS that allows DMS X.400 users and non-DMS X.400 users, e.g., SMTP user, AUTODIN users, to communicate with one another.

NAG
Non-Cryptographic, Operational, General INFOSEC document.

ORA
Organizational Registration Authority.  Trusted intermediary between an end user and its CA.

PAA
Policy Approving Authority.

PCA
Policy Creation Authority.

PIN
Personal Identification Number.

PLA
Plain Language Address

SBU
Sensitive But Unclassified.

SMTP
Simple Mail Transfer Protocol.  Defines exchanges of  electronic mail in Internet Protocol Suite.

SRA
Sub-Registration Authority

ISSO
Information System Security Officer.

TCP/IP
Transmission Control Protocol/Internet Protocol.  (See RFC 1800)

TPKC
Two Party Key Control.  The process which requires two parties to supply all required data to extract and restore keying material.
WS
Workstation.

X.509 CRF
X.509 Certificate Request Form

REPORTABLE EVENTS

The following events involving FORTEZZA Card usage should be reported to the ORA, CA, and ISSO immediately.  The purpose is for review and possible compromise recovery actions.  No later than one working day after the event: 

· Loss of Card.  The temporary or permanent loss of any FORTEZZA Card.

· PIN Compromise.  Actual or suspected compromise of PIN.

· Card Misuse.  Actual or suspected misuse of the FORTEZZA Card and associated software.  This includes detection of unauthorized users or users with unapproved cards.  Unapproved cards are those which have not been programmed and signed by a CA.

· Card Tampering.  Actual or suspected tampering with the FORTEZZA Card.

· Duplicate Cards.  Unauthorized use of an authorized duplicate card.

· Personal Data Changes.  Should any user data change, (e.g. changes in job status, employees leaving, certificate changes) the CA must be advised and the CA will take action as appropriate.

· Card/PIN Not Received.  If the user does not receive the programmed FORTEZZA Card or PIN or both from the CA or ORA.

· User Departure.  FORTEZZA Card users leaving an organization without advising the CA or their ORA, concerning the status of their card.  In most cases, when a user is no longer is a member of that organization; they must turn-in their FORTEZZA card(s) to the ORA.  The ORA will return the card to the CA.  The CA will zeroize the card and replace it in the card stock for reuse.

· Premature Disabling.  If a user’s card is disabled prior to the user making ten unsuccessful consecutive attempts to unlock their card, (due to possibility of an unauthorized user attempting to access a user FORTEZZA Card).

Reportable Events Report Format that should be submitted to the CA.

· User’s name, distinguished name, chip serial number, and organization.

· All certificates and CAs who programmed certificates on the card.

· Complete circumstances of incident, including physical security situations.

· Other personnel involved in the incident.

· What was compromised (the card, PIN, FORTEZZA software).
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(cn)

 

Contractor.

(fnccc)

  

Foreign National w/ three character country code; located

in DISAC-310-70-XZ section D.

(s)

  

SECRET Indicator; currently placed at levels 6, 7, and 

last levels of DN.

CAW SUPPORT

  

Certification Authority Workstation Support; used for 

certificate posting to Local DSA and for communications

from the local CA; replaces Security Officer role.

LCC1

Local Control Center 1; used for dissemination of 

FENs

,

etc

. to the local DMS System Administration personnel 

(i.e. DSA Manager).

MS 

Helpdesk

Used by users to communicate with their local 

helpdesk

.

ORGREGAUTH

Organizational Registration Authority; duties delegated

by CA.  Also, assist the user in the Organizational and 

Individual registration process.   Used by the CA and 

SRA to communicate to ORA.

ORGSUBREGAUTH

Organizational Sub-Registration Authority; used for 

creating entries on a Local DSA for a specific 

Organization/Unit; duties delegated by the Sub-

Registration Authority.

SUBREGAUTH

  

Sub-Registration Authority; used for maintaining all 

entries on a Local DSA; replaces Directory Manager role.

[image: image13.wmf]DISTINGUISHED NAME EXAMPLES (SBU)

The following examples correspond to the entries in the tree above.

Individual Distinguished Names

  

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ 

SSG;cn=Ingram Matthew D 

Capt

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ 

SSG;cn=White 

LeRoy E 

MSgt

(n)

Foreign Nationals

  

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Locations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ SSG;

cn

=

Lastname

 

Firstname 

M

(n)

 (

fnccc)

Mail List Distinguished Names

  

c

=US;o=U.S. Government;

ou

=

DoD

;

ou

=AF;

ou

=Mail Lists

;

ou

=MLGUNTER;

cn

=ALL GUNTER 

AFB

(n)

(Note: The common name for the mail list is arbitrary at this point.  In the future the common name would be the name of the mail list e.g. cn=ML0944 which would correspond to AIG

944.)

Organizational Distinguished Names

  

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ SSG

(n)

;

ou=DI

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ SSG

(n)

;

ou=DIGD

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=HQ SSG

(n)

;

ou=DIGDR

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ 

SSG

(n);

;

cn

=ORGREGAUTH

(n)

c

=US;o=U.S. Government;

ou

=

DoD

;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ 

SSG

(n);

;

cn

=ORGSUBREGAUTH

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=Roles(n);

ou

=Helpdesks;

cn

=CAW 

SUPPORT

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=Roles

(n)

;ou=Helpdesks;cn=LCC1

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=

Organizations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=Roles

(n)

;

ou

=Helpdesks;

cn

=LCC2

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=Roles

(n)

;

ou=Helpdesks;cn=MS Helpdesk

(n)

c

=US;o=U.S. 

Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX 

AL;ou=Roles

(n)

;

ou=Helpdesks;cn=SUBREGAUTH

(n)

Contractor Distinguished Names

  

c

=US;o=U.S. Government;

ou

=

DoD

;

ou

=AF;

ou

=

Locations

;l

=MAXWELL AFB GUNTER ANNEX AL;

ou

=HQ 

SSG

(n)

;

cn

=Gibson William D

(n)(

cn)

Air National Guard Distinguished Names

  

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Locations

;l

=BUCKLEY ANGB CO;

ou

=HQ 

SSG

(n)

;

cn

=Lastname 

Firstname

 

Rank

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=Mail Lists

;

ou

=MLBUCKLEY;

cn

=ALL BUCKLEY 

ANGB

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Organizations

;l

=BUCKLEY ANGB CO;

ou

=821 

SPTS

(n)

;

ou

=CC

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Organizations

;l

=BUCKLEY ANGB CO;

ou

=821 

SPTS

(n)

;

ou

=ORGSUBREGAUTH Buckley

(n)

c

=US;o=U.S. Government;

ou

=

DoD;

ou

=AF;

ou

=ANG;

ou

=

Organizations

;l

=BUCKLEY ANGB CO;

ou

=Roles

(n)

;

ou

=Helpdesks;

cn=LCC1

(n)
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C=US

O=U.S. Government

OU=

DoD

OU=AF

                

OU=Locations

            L=MAXWELL AFB GUNTER ANNEX AL(s)

          OU=HQ SSG(s)

        

CN=Lucas Joseph E

TSgt

(

s)

        

CN=Pittman Carlton B

TSgt

(

s)

        CN=

Lastname 

Firstname

 M(s

)(

fnccc

)

                

OU=Mail 

Lists                                              

CN

=Gibson William D(s)(

cn)

                OU=MLGUNTER(s)

                CN=ALL GUNTER AFB(s)

                

OU=Organizations

                L=MAXWELL AFB GUNTER ANNEX AL(s)

              OU=HQ SSG(s)

              OU=DI(s)

              OU=DIGD(s)

                                        OU=DIGDR(s)

                                        CN=ORGREGAUTH(s)

                                                                                            CN=ORGSUBREGAUTH(s)

              

OU=Roles(s)

               OU=

Helpdesks

              CN=CAW SUPPORT(s)

              CN=LCC1(s)

              CN=LCC2(s)

              CN=MS Helpdesk(s)

                                                                  CN=SUBREGAUTH(s)

(Note:  Foreign Nationals are not currently allowed on the

SIPRNet

per DISA; however, they are depicted in this example for

future reference.
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X.509 Certificate Request Flow



•

   Initiate X.509 Certificate Request Form

•

   Fill in user information



•

   Complete X.509 Certificate Request Form

•

   Forwards  Form to Approving Official via User  

 



•

  Verify clearances/privileges

•

  Returns to ORA



•

   Verify AO signature

•

   Forwards to SRA or CA



•

   Build Directory Entry from X.509 Certificate 

    Request Form info if necessary 

•

   Forwards to CA



•

   Cut card and forward cert to SRA

•

   Forward PIN to user and

    card to ORA or

•

   Issues both card and PIN to User



ORA

   -or-



1.

 

User



2. Organizational Registration Authority (ORA)



3. Approval Official  (AO)



6.

 

Certification Authority (CA)



4.

 

ORA



5. Sub Registration Authority (SRA)








_979710148.doc


Air Force DIT Example (SBU)







C=US







O=U.S. Government







OU=DoD







OU=AF







                OU=Locations







            L=MAXWELL AFB GUNTER ANNEX AL







          OU=HQ SSG(n)







        CN=Ingram Matthew D Capt(n)







        CN=White LeRoy E MSgt(n)







        CN=Lastname Firstname M(n)(fnccc)







          







     







 OU=Mail Lists                                     







        







 CN=Gibson William D(n)







(cn







)







                OU=MLGUNTER







                CN=ALL GUNTER AFB(n)







                OU=Organizations







                L=MAXWELL AFB GUNTER ANNEX AL







              OU=HQ SSG(n)







              OU=DI(n)







              OU=DIGD(n)







                                        OU=DIGDR(n)







                                        CN=ORGREGAUTH(n)







                                                                                            CN=ORGSUBREGAUTH(n)







              OU=Roles(n)







              OU=Helpdesks







              CN=CAW SUPPORT(n)







              CN=LCC1(n)







              CN=LCC2(n)







              CN=MS Helpdesk(n)







              CN=SUBREGAUTH(n)
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AFRC DIT Example (SBU)







C=US







O=U.S. Government







OU=DoD







OU=AF







OU=AFRC







                OU=Locations







            L=MARCH ARB CA







          OU=821 SPTS(n)







        CN=







Lastname Firstname







 M Rank(n)







                OU=Mail Lists







                OU=ML MARCH







                CN=ALL MARCH AFRB(n)







                OU=Organizations







                L=MARCH ARB CA







              OU=821 SPTS(n)







              OU=CC(n)







                                                                                      CN=ORGSUBREGAUTH March(n)







              OU=Roles







               OU=Helpdesks







              CN=LCC1(n)












_979728929.doc


DISTINGUISHED NAME EXAMPLES (SBU)







The following examples correspond to the entries in the tree above.







Individual Distinguished Names







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX AL;ou=HQ SSG;cn=Ingram Matthew D Capt(n)







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Locations;l=MAXWELL AFB GUNTER ANNEX AL;ou=HQ SSG;cn=White LeRoy E MSgt(n)







Foreign Nationals







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=Locations;l=MAXWELL AFB GUNTER ANNEX AL;







ou







=HQ SSG;







cn







=







Lastname







 Firstname M(n) (fnccc)







Mail List Distinguished Names







c=US;o=U.S. Government;







ou







=







DoD







;







ou







=AF;







ou







=Mail Lists;







ou







=MLGUNTER;







cn







=ALL GUNTER AFB(n)







(Note: The common name for the mail list is arbitrary at this point.  In the future the common name would be the name of the mail list e.g. cn=ML0944 which would correspond to AIG 944.)







Organizational Distinguished Names







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;ou=HQ SSG(n);ou=DI(n)







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;ou=HQ SSG(n);ou=DIGD(n)







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;ou=HQ SSG(n);ou=DIGDR(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;







ou







=HQ SSG(n);;







cn







=ORGREGAUTH(n)







c=US;o=U.S. Government;







ou







=







DoD







;







ou







=AF;







ou







=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;







ou







=HQ SSG(n);;







cn







=ORGSUBREGAUTH(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;







ou







=Roles(n);







ou







=Helpdesks;







cn







=CAW SUPPORT(n)







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;ou=Roles(n);ou=Helpdesks;cn=LCC1(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;







ou







=Roles(n);







ou







=Helpdesks;







cn







=LCC2(n)







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;ou=Roles(n);ou=Helpdesks;cn=MS Helpdesk(n)







c=US;o=U.S. Government;ou=DoD;ou=AF;ou=Organizations;l=MAXWELL AFB GUNTER ANNEX AL;ou=Roles(n);ou=Helpdesks;cn=SUBREGAUTH(n)







Contractor Distinguished Names







c=US;o=U.S. Government;







ou







=







DoD







;







ou







=AF;







ou







=Locations;l=MAXWELL AFB GUNTER ANNEX AL;







ou







=HQ SSG(n);











cn=Gibson William D(n)(cn)















Air National Guard Distinguished Names







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=ANG;







ou







=Locations;l=BUCKLEY ANGB CO;







ou







=HQ SSG(n);















cn=Lastname Firstname







 Rank(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=ANG;







ou







=Mail Lists;







ou







=MLBUCKLEY;







cn







=ALL BUCKLEY ANGB(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=ANG;







ou







=Organizations;l=BUCKLEY ANGB CO;







ou







=821 SPTS(n);











ou=CC(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=ANG;







ou







=Organizations;l=BUCKLEY ANGB CO;







ou







=821 SPTS(n);











ou=ORGSUBREGAUTH Buckley(n)







c=US;o=U.S. Government;







ou







=DoD;







ou







=AF;







ou







=ANG;







ou







=Organizations;l=BUCKLEY ANGB CO;







ou







=Roles(n);











ou=Helpdesks;











cn=LCC1(n)












_979711985.doc


ANG DIT Example (SBU)







C=US







O=U.S. Government







OU=DoD







OU=AF







OU=ANG







                OU=Locations







            L=BUCKLEY ANGB CO







          OU=821 SPTS(n)







        CN=







Lastname Firstname







 M Rank(n)







                OU=Mail Lists







                OU=MLBUCKLEY







                CN=ALL BUCKLEY ANGB(n)







                OU=Organizations







                L=BUCKLEY ANGB CO







              OU=821 SPTS(n)







              OU=CC(n)







                                                                                      CN=ORGSUBREGAUTH Buckley(n)







              OU=Roles(n)







               OU=Helpdesks







              CN=LCC1(n)












_979709383.ppt










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ANG ORA Flowchart







2. Organizational Registration Authority (ORA)



1.

 

Site or Organization



-Establish ORA.

- Identify Organizational Accounts

- Initiate SBU and FFC X.509 Certificate Request Form paperwork.

- Will need ADUA software and must Configure profiles.



5. User



- Test Account at work



- Process SBU and FFC X.509 Certificate Request Forms.

- Send SBU and FFC X.509 forms to the CA.

- Create DIT entries.

- Get New SRA Procedural Handbook

- Coordinate X.400 Address with DMS SA.

- Ensure ORGSUBREGAUTH DIT Entry has a mailbox.

- Establish or Modify Exchange Accounts.

- Log in to ORA Account using ADUA and change password.



3. Certification Authority (CA)



- CA will create SBU or FFC certificate.

- CA will ship the FORTEZZA card to the ORA and the PIN letter to the user.

- Mail SBU or FFC Certificate diskette to ORA or e-mail them to the ORA.



4. Organizational Registration Authority (ORA)



- Post SBU or FFC certificates provided by the CA

- Issue FORTEZZA cards to the users and confirm PIN letters were received

.

- Send original signed FORTEZZA receipt back to the CA.

- Have user log in with FORTEZZA card to verify that the card works.










_978520232.doc


Air Force DIT Example (SECRET)







C=US







O=U.S. Government







OU=







DoD







OU=AF







                OU=Locations







            L=MAXWELL AFB GUNTER ANNEX AL(s)







          OU=HQ SSG(s)







        CN=Lucas Joseph E 







TSgt







(s)







        CN=Pittman Carlton B 







TSgt







(s)







        CN=







Lastname Firstname







 M(s)(







fnccc







)







                OU=Mail Lists                                              CN=Gibson William D(s)(cn)















                OU=MLGUNTER(s)







                CN=ALL GUNTER AFB(s)







                OU=Organizations







                L=MAXWELL AFB GUNTER ANNEX AL(s)







              OU=HQ SSG(s)







              OU=DI(s)







              OU=DIGD(s)







                                        OU=DIGDR(s)







                                        CN=ORGREGAUTH(s)







                                                                                            CN=ORGSUBREGAUTH(s)







              OU=Roles(s)







               OU=







Helpdesks







              CN=CAW SUPPORT(s)







              CN=LCC1(s)







              CN=LCC2(s)







              CN=MS Helpdesk(s)







                                                                  CN=SUBREGAUTH(s)







(Note:  Foreign Nationals are not currently allowed on the 







SIPRNet 







per DISA; however, they are depicted in this example for







future reference.












_979709050.ppt


















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Base Level Registration Hierarchy



AF RA



CA



ORA



ORA



ORA



Users



Users



Users



















AO



AO



AO



AO



AO



AO



























Base Level



AF Level





SRA








_978520253.doc


C=US







O=U.S. Government







OU=DoD







OU=AF







OU=AFRC







                OU=Locations







            L=MARCH ARB CA(s)







          OU=821 SPTS(s)







        CN=







Lastname Firstname







 M Rank(s)







                OU=Mail Lists







                OU=MLMARCH(s)







                CN=ALL MARCH AFRB(s)







                OU=Organizations







                L=MARCH ARB CA(s)







              OU=821 SPTS(s)







              OU=CC(s)







              CN=ORGSUBREGAUTH March(s)







              OU=Roles(s)







               OU=Helpdesks







              CN=LCC1(s)







AFRC DIT Example (SECRET)












_978506809.doc


C=US







O=U.S. Government







OU=DoD







OU=AF







OU=ANG







                OU=Locations







            L=BUCKLEY ANGB CO(s)







          OU=821 SPTS(s)







        CN=







Lastname Firstname







 M Rank(s)







                OU=Mail Lists







                OU=MLBUCKLEY(s)







                CN=ALL BUCKLEY ANGB(s)







                OU=Organizations







                L=BUCKLEY ANGB CO(s)







              OU=821 SPTS(s)







              OU=CC(s)







              CN=ORGSUBREGAUTH Buckley(s)







              OU=Roles(s)







               OU=Helpdesks







              CN=LCC1(s)







ANG DIT Example (SECRET)












